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Changes in this version

Page
Description

Through-out
The automated Secure User Build process for creating a user ID with a secure view has been incorporated throughout.  

· The actual completion of the Security Profile window is explained beginning on p. 28.

· The User ID Checklist has been modified to indicate which steps are part of the Secure User Build process – starting on p. 12.  Likewise, the “when used” sections (throughout the guide) that are part of the Secure User Build process have been annotated to indicate that the step is not needed if the Secure User Build process is used.

· Abbreviated checklist recommends use of the Secure User Build process – p. 20.

· Summary chart shows which roles are better created with the Secure User Build process – p. 21.

· References to the Automated User Build screen have been replaced (thruout).

· References to the three primary responsibilities (Supervisor, CPAC Personnelist, and Resource Manager), formerly using SUPV, CSU, and RMB prefixes, have been replaced with MGR, PER, and RMO respectively.

Through- out
Information about NAF users and NAF sysad support has been added throughout:

· NAF org component security, p. 28.

· User ID naming convention (uses /NAF routing identifier), p. 38.

· Recommended responsibilities for NAF users, p. 46 (also some questions).

· NAF is part of the region’s routing group, p. 68.

· NAF groupbox names, p. 79.

· POIs for NAF CPUs, p. 87.

· RPA smart number, p. 99.

· Registered printers for NAF CPUs, p. 135.

· User ID naming convention for the CSU Application (_NAF appended), p. 156.

10
The section on how the guide is organized has been removed (redundant with the table of contents).

13
References to the original CDA 11-step process for building secure views have been removed.

13, 58
Added that a virtual position is also required as part of the initial setup to use the Secure User Build process. 

16, 46
Added clarifying language to indicate that OTA is part of the modern DCPDS software but is not being used by Army at this time.

20
Additional steps (creating CSU and Citrix user IDs) were added to the User ID Quick Reference, also a note was added about using the automated secure user build process.

22
“Parent Secure User” and “Security Profile” were added to the list of terms related to secure user IDs.

28, 29
Added notes that use of a parent secure user during the automated secure user build has the same effect as sharing a secure view.

30
The requirement to copy information types for RMO users has been removed.  This has been incorporated into the automated process (?).

35
Renamed the section on “Editing a Secure User ID” to “Editing Org Component Security” since this is the only change covered in this section.

38
Naming conventions for user IDs have been changed to indicate that some regions may  not be using the last name – first initial convention; also to allow the use of a 4th character as part of the routing identifier if needed.

44
“Template Responsibility” has been added to the list of terms in the Responsibilities and Menus section.

44
The section on adding items to navigator menus has been removed.  This was an un-tested procedure that could result in loss of standardization.  

45
The list of “view all” responsibilities has been replaced with the list of “template responsibilities” which also includes the abbreviation used to create a secure user responsibility.  New responsibilities (primarily NAF) are included.

46
The section on “Function Security Reports” has been removed. This report, which is supposed to list all the functions assigned to a responsibility, is not working and causes system problems when used.  Also, references to a separate Responsibility Listing spreadsheet were removed – these show the menu items that come with a particular responsibility but tend to be out of date and do not cover all common responsibilities.

49
The section on completing the responsibility window has been revised to provide general instructions for all users and a separate table showing the abbreviation, application, menu, and request group to be used for each category of user.  This table has been expanded to include additional types of responsibilities such as NAF.

51
Added a “hint” that if users cannot see any DDFs when clicking the <Extra Info> or <Special Info> buttons, it indicates that they have not had information types defined.

51
Changed the illustration for copying information types to make it clearer.

53
A note was added to the section on modifying responsibilities to indicate that standard CIVDOD responsibilities should not be modified. 

55
A section on creating a “local” request group has been added.  This allows you to create a list of standard reports for a specific responsibility.

57
The section on creating an external user has been modified to reflect a new one-step process (vice the 3-step process formerly used).

58
The process for creating a virtual position has been expanded.  Date tracking requirements have been removed.

62
The process for creating an external user has been simplified, reflecting the one-step process now available (no date tracking).

68
The section on multiple routing groups has been modified to indicate that use of more than one routing group in a region is strongly discouraged, however it also indicates that this is necessary to monitor the GHRWFADMIN groupbox.

73, 78
Added information about creating a special groupbox (trashbox) to catch misrouted actions sent to the first groupbox on the list, also added a caution to use a different name for the inbox trashbox vs. the groupbox trashbox.

79
A recommended structure for inboxes and groupboxes in a region has been added, replacing the section on Pacific Region naming conventions in earlier versions.  This section also includes information on special purpose groupboxes needed in each region (for ABC-C and Intern recruitment).

88
Removed the note about the CAO Groupbox not working.

99
A section on standard RPA numbering for intern recruitment RPAs has been added.

104
A section on displaying quick codes and central tables has been added.

112
The sample request schedule for recurring processes and reports (from Pacific region) has been removed.  Request schedules are being set up at each CPOC during deployment.  The recommendation about using a separate user ID(s) has been retained.

121
Payroll reverse interface has been moved to the Reports and Processes section (formerly part of the Interface section).  This special user ID must be set up to run payroll reverse interface rejects reports daily.  It is not automatically produced at the CPOC.

150
A section on reassigning Coredocs to another user has been added (this must be done before you can remove a Coredoc user who owns any Coredocs). 

153
A note about CPOC responsibility for adding completed training into employee records has been added to the OTA section.

161
The Business Objects Application section has been expanded to include information and examples of row restrictions and user groups, creating accounts, and resetting passwords.

169
Added a section on the SF50 History Database.

170
Removed Pacific examples from problem report/workaround section, added references to the MFAD documentation on CPOL.

171
System change request process has been expanded and refers to the SCR form on the CPOCMA SMD web page. 

End
Removed Part 7 (Conversion Checklist) since this was intended to be a temporary section.

Remaining questions and additional information required:

Page
Description

10
Do we have a more detailed list of contractor responsibilities vs. ISD responsibilities?  

11
References: 

· Has the CivPro SOP been added to CPOL?  Or available elsewhere?

· Should include reference to the list of suspense reports showing which are being requested to be disabled Army-wide.

12
Is there a standard form for requesting new user IDs?  Also for NAF users?

28
What info do CPOCs have about their existing secure user views (files from Tim Geran?), and what process is used to search to find what views are already available?

46
Questions on NAF responsibilities:  Do all NAF personnelists get NAF HR Manager (with a MGR prefix for secure view)?  What is it used for?  Who gets the NAF Sysadmin responsibility – ISD?  What is it used for?

46
Need for Alert Manager GUI and/or CIVDOD VSB REPORTS responsibilities for ISD FAB?

48, 49, 52
What are current conventions regarding CPAC and RMO users?  

· Are CPAC users being given the Personnelist menu (thus allowing them to update the data base)?  

· Are RMO users still being given a manager menu now that the Resource Manager menu has been “fixed”?

50
Need to add missing information on the “responsibilities” table:

· Manager:  what request group?

· RMO:  what request group?

· PER/CPAC:  what menu?

· RM:  what menu?

· NAF:  what application, menu, and request set?

51
What information types are used for NAF users?

64
Who else needs external user accounts?  HQDA, MFAD, CPOCMA, Intern recruitment, etc.  Can we list and provide specifics or POCs?

66
ABC-C questions: 

· Do ABC staff members need to be assigned to virtual positions?  

· Can one external user (Kathy Cole) be set up for all ABC staff? (being checked).  

96
Is it still necessary to turn edits off to run mass realignments?  (Are mass realignments working?)

99
Are actions for interns just for recruitment (what about career promotion, etc. – are these actions initiated centrally)?  Add cross ref to section on intern users when available (p. 64).

113, 125 
Processes and reports:  

· Can we include any information about the Pacific program that redirects output to CPACs?

· Can we add the consolidated list of reports that also shows what reports we (Army) want to have disabled?  (replace the existing list of RIPs)

113
Add information on suspense processing for NAF:  user ID(s), run for each POI, printer(s), name(s) of reports.

122
Add instructions for setting up to run reverse interface reject reports.

123
The section on Delivery Sets is included but is it working yet?  If not, may want to remove and replace with info on the Pacific application. 

153 and elsewhere
All OTA procedures will need to be reviewed and updated at such time as OTA is deployed.  The entire OTA section is currently not up to date, nor are most other sections that refer to OTA.

168
ART section needs to be added.

170
Include any specific instructions for NAF problem reporting – who does what, who the POCs are for NAF problems.  

TBD
Instructions for deleting an employee record are available but have not been included (not sure that we will want this included).

TBD
Instructions for removing date tracking capability from users or responsibilities is available but has not been included (not sure it’s needed). (Question sent to MFAD.)

TBD
Instructions for modifying concurrent manager setup are available but have not been included (not sure it will be needed, or, if so, might be strictly a contractor function).

Introduction

The modern DCPDS
The modern DCPDS is comprised of several components:

· The core of modern DCPDS is Oracle HR (Human Resources).  This is the application where users create, coordinate, and process requests for personnel actions (RPAs), and where employee and position data is stored and updated.  It is also where system security is maintained.

· CSU Application is another component.  This is a separate read-only database used for querying and running reports, similar to Regional Application in the PPI suite.  Data in the CSU database is refreshed periodically from Oracle HR.  Attached to the CSU Application are the views used to run ad hoc reports using the Army’s selected reporting and query tool, Business Objects.

· A number of other sub-systems or add-ons are also part of the modern DCPDS, including Coredoc, Resumix, and Oracle Training Administration.  

· There are also other systems that are interfaced to the modern DCDPS, such as the DOD headquarters system (CMIS), the Army’s headquarters system (currently referred to as HQ ACPERS), and DCPS (payroll).

Modern DCPDS Architecture
The modern DCPDS uses a client-server architecture.  

· The Oracle HR database at each region is the database of record for Army and DOD.  This is where personnel records are created, updated, and stored, and it is from here that data flows to other systems (e.g., CMIS, HQ Army system, payroll, CSU Application, etc.).  Some systems are also interfaced to update the Oracle HR database, e.g., payroll reverse interface.

· There are two primary database servers at each CPOC:  the Oracle HR server, and the CSU Application database server(s). 

· CPOCs also have Windows NT Metaframe servers set up for user access to the system via Citrix clients.  The Metaframe servers contain the Oracle client software for accessing Oracle HR, the CSU Application, and Business Objects, as well as add-on products such as Ghostview.  Use of Metaframe servers avoids the need to load and update Oracle clients (and related software) on all users’ workstations. 

Contractor role
Lockheed Martin Systems Integration (LMSI) and a subcontractor, DSTI, have contractual systems administration responsibilities for modern DCPDS sites, including an on-site system administrator at most regions.  

· Contractually, LMSI has responsibility for the basic functions listed below.  However, CPOC ISD staff should be familiar with these functions for oversight purposes, to respond to user (help desk) inquiries, etc.  

· Additional contracts are under development for coverage of the CSU Application and specific Army-unique requirements (e.g., support for HEAT and support for Army testing and training databases). 

Base contract functions
LMSI/DSTI has responsibility for these basic functions:

· Root access (UNIX) to the N-Class servers housing Oracle HR (functions requiring root access are not covered in this guide).

· Building and maintaining user accounts.

· Scheduling and running batch jobs.

## Add more detailed list of contractor functions?

Coverage of Guide and Other References

Coverage of guide
This guide concentrates on the “application” part of overall modern DCPDS systems administration, typically performed by Functional Automation staffs at CPOC ISDs.  It does not provide in-depth coverage of UNIX functions or roles performed by contractor personnel, nor does it provide in-depth coverage of functions normally performed by Network staffs at CPOC ISDs.

· Most of the tasks discussed in this guide are performed within the application using an Oracle HR user ID. 

Cross references in this Guide
All the cross references in this guide are “linked.”  When viewing this guide in Microsoft Word, you can click on the cross reference to automatically jump to that section.  This also pertains to the page numbers in the table of contents and in the “Changes in this Version” and “Remaining questions” sections.

Other reference material
The following documents are referred to in this guide:

· The Modern DCPDS User Guide contains a lot of information about all facets of the system and is available on the CPMS web site: http://www.cpms.osd.mil/pmo/userguide/userguide.html (Adobe Acrobat format, by chapter). The same guide is available on the CPOCMA Modern DCPDS Training website in Word format (by chapter) and also in zipped format (by module) for downloading: http://www.cpocma.army.mil/mdcpds (navigate to the “References” page).

· ## CIVPRO SOP provides detailed information about the Army productivity measurement module (standard event codes, edits, etc).  It will be available on CPOL (Modernization ( Other Topics ( Productivity).

· RIP Ready.xls provides information on reports generated during suspense processing and when other actions are processed. See http://www.cpocma.army.mil/mdcpds (navigate to the “References” page).

· ## List of Suspense Reports, including identification of disabled reports.
· A Problem Reporting SOP and related documentation has been issued by HQDA and is available on CPOL (Modernization ( Other Topics, then scroll to Functional Automation Branch documents).  This includes procedures for reporting problems, the list of POCs for software applications, a definition of problem severity levels, and the DCPDS Problem Report Template which CPMS has mandated for use.

· A System Change Request form is available on the CPOCMA web site (http://www.cpocma.army.mil) – click on “Divisions,” then on “Systems Management Division” to access the form.

Part 1: User IDs

User ID Overview and Checklist

Introduction
This section describes the overall process of creating user IDs for modern DCPDS.  This is presented as a series of steps, summarized in the checklist below.  

· The checklist presents all the possible steps that might be required in this process; in actual use, some, even most, of the steps might not be required.  An abbreviated checklist, applicable to most user IDs, is also included (see User ID Quick Reference, page 20).

· Most of the steps that are required to create a user ID with a secure view are now combined into one “Security Profile” screen.  The checklist indicates which steps have been incorporated into the Secure User Build process.  This is the preferred and easier way to create a user ID that uses a secure view.

· Specific procedures for the various steps in the checklist are provided in subsequent sections of this guide (page numbers are provided as references in the checklist).

· The process described in this guide uses “Org Component security” rather than the organizational and position hierarchy security used by the original Oracle product.

· The sequence in which the various steps are performed is critical in some instances– e.g., you must create a secure user ID before you can modify certain aspects of a secure view responsibility.  In other cases, the sequence is done for efficiency – e.g., it is more efficient to create any needed secure view responsibilities before creating a personal user ID.

Request form for user IDs
## Is there a standard form that ISD can use to collect information about new users?  How about for NAF?

User ID Checklist 
The checklist below indicates each potential step in the process of creating user IDs in the modern DCPDS.  Each step includes:

· a brief description;

· an indication of when that step is required;

· an indication if the step is included in the Secure User Build process;

· a reference to the appropriate section in this guide that covers the step in more detail;

· the responsibility (hat) that is used to perform the operation; and

· the navigation path used.

Checklist summary
A checklist summary table is provided at the end of this section showing the various steps and indicating which steps apply to which general categories of user.

User ID Checklist

Step 1:

Create virtual position and external user
Virtual Position:

· Description:  Provides a “position working title” for an external user who will “sign” NPAs (SF50s).

· When needed: Only required in those rare instances when an external user will be signing SF50s (NPAs).  A virtual position is not needed for other external users.  Note: A virtual position is also needed during the set up to use org component security (a one-time process); see Initial setup to use Org Component Security, p. 23.

· Part of Secure User Build:  No.

· Reference:  External Users and Virtual Positions, page 57
· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Work Structures ( Position ( Description ( Others ( US Government Position Group 1
External User:

· Description:  Creates a record in the database for a user who is not an employee in the region.

· When needed: Only if user is not in the database.

· Part of Secure User Build:  No.

· Reference: External Users and Virtual Positions, page 57
· Responsibility: CIVDOD External Users

· Navigation: Employee Enter and Maintain

Step 2:

Assign routing group and set RPA authorities
· Description: Assigns a user to the region’s routing group (required to use an inbox) and sets the level of authority for processing RPAs and updating the database (e.g., initiating, authorizing, approving, etc.)

· When needed: For all users who need an inbox for RPAs and/or OTA – virtually all users. 

· Part of Secure User Build:  Yes.

· Reference: Routing Groups and RPA Authorities, page 67
· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: People ( Enter and Maintain ( Extra Information ( US Gov Workflow Routing Groups

Step 3:

Add Position Working Title for SF50
· Description:  Provides the “signature block” for users who sign NPAs (SF50s).

· When needed: Only for users who “sign” NPAs (this step is accomplished as part of step 1 for external users).

· Part of Secure User Build:  No.

· Reference:  Signature Blocks on NPAs (SF50s), page 101
· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Work Structures ( Position ( Description ( Others ( US Government Position Group 1

Step 4:

Create secure user ID and identify org components
· Description: Creates the secure user ID that restricts a user’s access to a group of records, identified by organizational component and/or specific positions.  Also creates a related secured responsibility.

· When needed: Required if a secure user ID is needed (i.e., the user should not have access to all the records in the database) and an appropriate secure user ID has not yet been created.

· Part of Secure User Build:  Yes.  This is the key component of the secure user build process; a number of other checklist steps are also incorporated in this step when using the automated secure user build process.

· Reference:  The Secure User ID, page 22
· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Security ( Secure User Build

Step 5:

Create additional responsibilities
Create Responsibility:

· Description: Creates an additional responsibility from a secure user ID created in step 4.  For example, creates an RMO responsibility using the same secure user ID used to create a supervisory responsibility.    

· When needed: Use if the same access to records is required by more than one type of user in modern DCPDS, e.g., if an RMO responsibility is needed with the same access to records as a supervisory responsibility.  (The automated user build process (step 4) can only create one responsibility.)

· Part of Secure User Build:  Yes.

· Reference:  Creating a new responsibility, p. 48.

· Responsibility: CIVDOD SYSADMIN REGION GUI 

· Navigation: Security ( Responsibility ( Define
Copy Information Types:

· Description: Controls the type of data (screens) a particular type of user can see based on the user’s role (a manager does not have access to the     same screens as a personnelist).  

· When needed: Must be done if you have created a new responsibility (above) from an existing secure user ID.

· Part of Secure User Build:  Yes.

· Reference: Information types, page 51.

· Responsibility: CIVDOD SYSADM HR MANAGER 

· Navigation: Security ( Information Types

Step 6:

Create user ID
· Description:  Creates the actual logon with which the user signs on to modern DCPDS, and links the user ID with the appropriate responsibilities.

· When needed: Required for all users.

· Part of Secure User Build:  Yes.

· Reference:  User IDs, page 38
· Responsibility: CIVDOD SYSADMIN REGION GUI

· Navigation: Security ( User ( Define

Step 7:

Apply OTA security to a user ID
· Note: OTA is part of the modern DCPDS software but is not being used by Army at this time.  This step is not needed until such time as OTA is deployed.

· Description:  Applies security to a user ID for OTA (links a secure user ID with a user ID and Oracle Training Administration). When needed: For all OTA users who are not allowed access to all records in the database. 

· Part of Secure User Build:  No.

· Reference: Applying Security to a User ID for OTA, page 154
· Responsibility: CIVDOD SYSADMIN REGION GUI

· Navigation: Profile ( System

Step 8:

Run Security List Maintenance (LISTGEN)
· Description:  Updates security lists used by forms and reports to restrict user access.

· When needed: Required if a new secure user ID has been created.

· Part of Secure User Build:  No.

· Reference: Security List Maintenance (LISTGEN), page 119.

· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Processes and Reports ( Submit Processes and Reports

Step 9:

Register printer 
Register printer in UNIX:

· Description:  Registers a printer on the HP/UNIX server.  Performed by UNIX System Administrator.

· When needed: Required to “direct print” from Oracle HR.  Normally required for certain CPOC and CPAC printers.

· Part of Secure User Build:  No.

· Reference: Registering printers in UNIX, page 138  

· Responsibility: UNIX system administrator

· Navigation: N/A.
Register printer in Oracle HR:

· Description:  Registers a printer in the Oracle HR application.

· When needed: Required to direct print from Oracle HR. Normally required for CPOC and certain CPAC printers.

· Part of Secure User Build:  No.

· Reference: Registering printers in Oracle, page 139 

· Responsibility: CIVDOD SYSADMIN REGION GUI

· Navigation: Install ( Printer ( Register
Assign default printer to user:

· Description:  Provides a default printer for a user, often eliminating the need for a user to select a printer. 

· When needed: Needed for users who need to “direct print” from Oracle HR. Normally required for most CPOC and some CPAC printers.

· Part of Secure User Build:  Yes.

· Reference: Assigning a  default printer to a user, page 141 

· Responsibility: CIVDOD SYSADMIN REGION GUI

· Navigation: Profile ( System

Step 10:

Set RPA number
· Description:  Sets up the values of the flexible segment of the RPA number to identify the originating organization.

· When needed: Required for users who initiate RPAs. 

· Part of Secure User Build:  Yes.

· Reference: RPA Numbering, page 98 

· Responsibility: CIVDOD SYSADMIN REGION GUI

· Navigation: Profile ( System

Step 11:

Add user to groupbox
· Description:  Makes a user part of a groupbox. 

· When needed: If user is supposed to be part of a groupbox – often the case for CPAC and CPOC users.

· Part of Secure User Build:  Yes.

· Reference: Adding user(s) to a groupbox, page 82 

· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Federal Maintenance Forms ( Routing Groups and Groupboxes

Step 12:

Add Coredoc user
· Description:  Provides a user with access to the Coredoc system in modern DCPDS.

· When needed: If user will be using Coredoc (many managers and classifiers).

· Part of Secure User Build:  No.

· Reference: Adding a Coredoc User, page 148
· Responsibility: CIVDOD SYSADM HR MANAGER

· Navigation: Add Coredoc Users

Step 13:

Build user account in CSU Application
· Description:  Provides a user ID to access the CSU Application. 

· When needed: For all CSU Application users. Also may be needed if the user will be using Business Objects (see step 14).

· Part of Secure User Build:  No.

· Reference: CSU Application, page 156 

· Responsibility: Sys Admin privileges required in CSU Application

· Navigation: CSU Application ( Sys Admin

Step 14:

Build user account for Business Objects
· Description:  Provides a user ID to access Business Objects (to produce ad hoc reports). 

· When needed: For all Business Objects users.  Note: Business Objects users also need a CSU Application user ID if they need to be restricted to a set of records (most users outside of the CPOC) – Business Objects uses the same security as CSU Application.

· Part of Secure User Build:  No.

· Reference:  Creating a New BOA User Account, page 165.

· Responsibility: “Supervisor” access to Business Objects.

· Navigation: Programs ( Business Objects 5.x ( Supervisor (or via Citrix).

Step 15:

Build Citrix account
· Description:  Provides a user ID to access the CPOC Metaframe server. 

· When needed: For all users who will connect via a Citrix client (instead of an Oracle client).

· Part of Secure User Build:  No.

· Reference: Metaframe/Citrix, page 144.

· Responsibility: “Administrator” access to Metaframe server(s).

· Navigation: User IDs for Citrix/Metaframe are built as Windows NT users.  Separate instructions are provided by POCPR.

User ID Quick Reference

This page provides an abbreviated summary of the steps needed to create a modern DCPDS User ID for more experienced users.  Although not all-inclusive, these steps will work for most users.

Note:  To create a user ID with a secure view (either created or not) – which is appropriate for most users outside of the CPOC – use the Secure User Build process (see Creating Secure User IDs (Secure User Build), p. 28).  This process combines most of the steps below on one screen and is the preferred and easier way to create this type of user ID.

· Create External User (if necessary) (p. 61)
CIVDOD EXTERNAL USERS – Employee Enter and Maintain

· Create Secure View (if necessary) (p. 28)
CIVDOD SYSADM HR MANAGER – Security ( Secure User Build
· Set RPA Authority (p. 68)
CIVDOD SYSADM HR MANAGER – People ( Enter and Maintain

· Create a User ID (p. 39)
CIVDOD SYSADMIN REGION GUI – Security ( User ( Define
· Assign an RPA Number (p. 100)
CIVDOD SYSADMIN REGION GUI – Profile ( System 

· Assign user to Groubox (if applicable) (p.81)
CIVDOD SYSADM HR MANAGER – Federal Maintenance Forms ( Routing Groups and Groupboxes 

· Assign a Printer (CPOC user) (p. 141)
CIVDOD SYSADMIN REGION GUI – Profile ( System

· Create a CSU Application Account (p. 156)

Sysadmin privileges in CSU Application

· Create a Citrix Account (p. 144)
Administrator privileges on Metaframe server
Checklist Summary

Steps for various users
The table below summarizes the steps in the user ID checklist, and indicates which steps apply to which general categories of users.  Roles with an asterisk (*) are better performed using the Secure User Build process (see Creating Secure User IDs (Secure User Build), p. 28).

Step
CPOC
CPAC*
Mgr*
Adm*
RMO*
Ext

1a. Virtual Position





(1)

1b. External User





X

2.   Routing group, RPA auth
X
X
X
X
X
X

3.   Position working title
(1)






4.   Secure user ID

X
X
X
X
X

5.   Create additional resp

(2)
(2)
(2)
(2)


6.   Create user ID
X
X
X
X
X
X

7.   Apply OTA security
Pending deployment of OTA

8.   Run LISTGEN

X
X
X
X
X

9.   Register printer
X
X





10. Set RPA number
X
X
X
X
X
X

11. Add to groupbox
X
X





12. Add Coredoc access
(4)
(4)
(4)




13. Build CSU user ID
X
X
X
X
X
(5)

14. Build Bus Objects acct
(6)
(6)



(6)

15. Create Citrix account
X
X
X
X
X
X

Notes:

* Use the Secure User Build process to create user IDs for these categories of users.

1. Only if the user will be “signing” NPAs (SF50s) – those who update the database.

2. Only if an additional responsibility needs to be created from the same secure user ID, e.g., if the secure user build created a supervisory responsibility and an RMB responsibility is also needed.

3. If the user will be using OTA.

4. If Coredoc will be used.

5. If CSU Application access is required.

6. If Business Objects access is required.

The Secure User ID

Background
Oracle HR bases its security (users’ access to records) on organizational and position hierarchies.  During OT&E, Army and other DOD sites found this to be a very time-consuming process because of the numbers of users who did not fit into convenient hierarchies.  This necessitated the creation and maintenance of numerous “alternate hierarchies” in order to provide users with access to the appropriate set of records and prevent access to inappropriate records.

· Army has developed what is called Org Component Security as an alternative to the organization and position hierarchy security used by the Oracle product.  It is more familiar to DCPDS users and easier to build and maintain.  Department of the Army has elected to use org component security exclusively to maintain security in modern DCPDS.

· In conjunction with this, Army has developed an automated Secure User Build process that creates the user ID, the secure user ID, and performs many of the other steps that need to be done to accomplish this.

Terms
The following terms are used in this section:

Term
Definition

Secure user ID (secure view)
A special user ID that is used by the Oracle application to restrict access to only those records that a user needs to perform his/her job.  Not to be confused with the “personal user ID” with which a user logs on to modern DCPDS.

Parent Secure User
A secure user ID that is the “parent” of another secure user ID – in which case, the “child” secure user ID has access to the same set of records as the parent.

Org Component security
A type of security that limits a user’s access to records based on organizational code structures (in contrast to Oracle security which uses organizational and position hierarchy to limit access to records).

Organizational hierarchy
The organizational structure that depicts the chain of command from the highest DoD element (Secretary of Defense) down to the UIC / Installation level.  There is one organizational hierarchy maintained for all of Department of Defense.

Secure User Build
An automated process that performs many of the various steps needed to create a user ID with a secure view.

Security Profile
The screen (window) title used for the secure user build process. 

SOID
Servicing Office ID.  This is the 2-character code designating a servicing civilian personnel office – known as the Consolidated Civilian Personnel Office ID (CCPO ID) in legacy DCPDS.  Not to be confused with the POI (personnel office ID), which is a 4-character submitting office number.

Responsibility
A combination of the set of records that a user can access and the user’s role (governed by the menu used). Also known as a “hat” since you “change hats” to change responsibilities.

· Responsibilities are either “view all,” meaning they have access to all the records in the database, or “secured,” meaning that they can only view certain records.

· Typical roles include manager, resource manager, and personnelist.  Each of these roles has a different menu providing different functions and tasks that can be performed.

Organizational hierarchy 
Although Army is using org component security as the basis for the creation of secure user IDs, Oracle HR still requires establishment and maintenance of the organizational hierarchy.  This function is normally done by the Classification staff at the CPOC.

Initial setup to use Org Component Security

Setup requirements
The Org Component Security schema developed by Army is an alternative to Oracle’s org and position hierarchy security.  However, in order to use org component security to create secure user IDs, there are certain operations that must be performed to meet Oracle application program requirements.  These are one-time processes and are described in more detail below:

· Create two virtual external positions.

· Create an alternate Position Hierarchy using the virtual external positions created above.

· Create an alternate Organization Hierarchy.

Create two virtual external positions
Refer to the Modern DCPDS User Guide (module 2, chapter 1) for more detailed instructions on creating external positions.
· Create a Supervisory Virtual External position using a naming convention similar to the following:

V2222.USE ORG COMPONENT SECURITY.13705.ARP1.EXT
· Create another Virtual External position (non-supervisory) using a naming convention similar to the following:

V2222.USE ORG COMPONENT SECURITY.13706.ARP1.EXT

· Hint:  Use the Copy Position option when building the second Virtual External position.

Alternate position hierarchy
Follow these steps to create the alternate position hierarchy:

Step
Action

1
From the CIVDOD SYSADM HR MANAGER responsibility, select Work Structures – Position – Hierarchy

2
Name the new Alternate Position Hierarchy: USE ORG COMPONENT SECURITY.

3
Assign the supervisory virtual external position to the top position: V2222.USE ORG COMPONENT SECURITY.13705.ARP1.EXT

4
Assign the other virtual external position as the subordinate position to the first one.

5
Save the new alternate position hierarchy.

Position hierarchy screen
Here is what the completed position hierarchy screen will look like (actual positions used will vary):
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Alternate Organizational Hierarchy
Follow these steps to create an alternate organizational hierarchy:

Step
Action

1
From the US FEDERAL HR MANAGER responsibility, select Work Structures – Organization  -- Hierarchy.

2
Name the new Alternate Organization Hierarchy:  USE ORG COMPONENT SECURITY

3
Assign, as the top organization, one that will be around throughout the life of Modern DCPDS

· Pacific CPOC used:  OFC DP SEC OF DEF  DD01DDAAAA  01

4
Assign a subordinate organization to the top organization

· Pacific CPOC used:  AFELM WHITE HOUSE AF3VHH3VFQN101

5
Save the new alternate organization hierarchy.

Org hierarchy screen
Here is what the completed org hierarchy screen will look like (actual organizations may vary):
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Org Component Security 

Org component security
“Org component security” bases a user’s access to records on unique organizational identifiers – a combination of CPO ID, command code, UIC, and org code (DIN JBM in legacy DCPDS).  

Example:  EWP1W1KCAABF, where:

· EW is the SOID

· P1 is the command code

· W1KCAA is the UIC

· BF is the org structure code

These organizational identifiers can be listed, in conjunction with the wildcard (%), to identify what part(s) of an organization a secure user ID can access. If no access to “lower” organizations is needed, no wildcard is needed at the end of the string. Access can also be provided to individual positions in different organizations.

Including individual positions
If a user needs to access some (but not all) positions in another organization (e.g., a manager who has an intern in a different UIC), you can provide access to individual position(s).  Do this by including the org component, followed by a period (.) and the sequence number of the position, as another entry in the list of org components applicable to this secure user ID.

Example:  EVP1W1KCAABF.63219 (no percent sign is used in this structure, and the “63219” represents a position sequence number).  In this example the secure view would include the position with sequence number 63219, but no other positions in EVP1W1KCAABF.

This org component
Provides access to

EV%
All records belonging to servicing office EV.

EVP1%
All U.S. Army Pacific records belonging to servicing office EV.

EVP1W1KCAA%
All U.S. Army Pacific records belonging to servicing office EV, in UIC W1KCAA.

EVP1W1KCAAB%
All U.S. Army Pacific records belonging to servicing office EV, in UIC W1KCAA, whose org code begins with “B” (which might be Directorate of Public Works).

EVP1W1KCAAB
All U.S. Army Pacific records belonging to servicing office EV, in UIC W1KCAA, whose org code equals “B”.  In this case, the user would not be able to view records in any organizations subordinate to “B” (no percent sign).

EVP1W1KCAABF%
All U.S. Army Pacific records belonging to servicing office EV, in UIC W1KCAA, whose org code begins with “BF” (which might be the Engineering Division of the Directorate of Public Works).

EWP1W4UJAAA.52147
Position sequence number 52147 in UIC W4UJAA, org code A.

Number of entries
If a secure user ID needs to access more than one org component, they can each be individually listed (no limit).  

NAF org component security
For NAF users, special Position Organization Address (POA) entries are being constructed, such as:  NAFW0VAAADW%, NAFW0LXAAAH%, where:

· NAF (3 char, hard coded)

· UIC of the Garrison Commander (6 char)

· CPO ID of the servicing personnel office (2 char)

· % (1 char, hard coded)

When creating secure user accounts for NAF users, the org component as shown above should be included.

Prerequisite
Before using org component security at a region, both an organizational and position hierarchy must be defined, called “USE ORG COMPONENT SECURITY.”  See Initial setup to use Org Component Security, page 23.

Naming conventions and rules
During deployment, secure user IDs are being created using a sequential numbering system: SECUREVIEW0001, SECUREVIEW0002, etc.  ## (separate application available?  Files from Tim Geran?)  A separate listing (database or table) needs to be maintained to cross-reference the secure user ID with the organization(s) and position(s) to which that view has access.  

Rules:

· Secure User IDs must begin with an alpha character (not a number).

· They cannot contain any special characters of any kind, including spaces or hyphens.

Limiting the number of secure views
A secure user ID can (and should) be used with more than one user ID if access to records is the same (for example, if a supervisor and secretary both require the same access to records).  Additionally, each secure user ID uses system resources, particularly when running the security list maintenance (see Security List Maintenance (LISTGEN), page 119).  Therefore, you should not have more than one secure user ID accessing the same organization(s).

· Designation of a “parent secure user” during the automated secure user build process has the same effect as having more than one user sharing a secure user ID.  Although a different secure user ID is identified during this process, the security is provided by the parent secure user.

Creating Secure User IDs (Secure User Build)

Process overview
Step 4 of the user ID checklist is an automated process that greatly simplifies the creation of a secure user ID and performs other steps in the overall user ID creation process.  

· Other steps that are incorporated into the Secure User Build process include:

· Step 2 (assign routing group and set RPA permissions).

· Step 6 (create user ID).

· Step 9 (assign default printer).

· Step 10 (set RPA number).

· Step 11 (add user to groupbox).

· Security (i.e., access to records) is based on organizational component(s) (discussed above).  

Secure User ID
The secure user ID identifies what records a user has access to, based on organizational components. 

· Not to be confused with the (personal) user ID that is used to “log on” to the system.

· The secure user ID becomes part of a “responsibility” that is assigned to a (personal) user ID.

· The secure user ID is only seen by the user as a “responsibility.”  The user does not need to know the secure user ID or its password.

When used
A secure user ID is required for all users whose access to records in the database needs to be limited to specific organizations, normally all users outside of the CPOC. 

· The same secure user ID can and should be used for more than one user, if these users require access to the same set of records. Therefore, if an appropriate secure user ID has already been created, you should identify this “parent secure user” on the Security Profile window. 

· For convenience, some CPOC users may want a secure user ID to limit their access to records; i.e., if a personnelist services a set of organizations exclusively, a secure user ID can provide them access to those organizations without having access to the entire database.  This can improve system response, e.g., when pulling a LOV for employee names.

Prerequisites
The following must have been done before using the Secure User Build process:

· The user must have a record in the database.  This can be a region employee, or an external user if the user is from another region (see External Users and Virtual Positions, page 57).

· The routing group to be used must have been established (this is normally a one-time process accomplished during deployment, see Establishing the region’s routing group(s), p. 68).

· If the user is going to be assigned to a groupbox, that groupbox must have been created (see Creating a groupbox, p. 81).

· If a registered printer is going to be assigned as the user’s default, the printer must have been registered in UNIX and in the application (see Registering printers, p. 135).

Security Profile window
The Secure User Build (SUB) process creates a user ID, a secure user ID, and an associated responsibility – e.g., a manager (MGR), CPAC personnelist (PER), or resource manager (RMO) responsibility.

· Note:  This screen is used only to create a new user ID.  You cannot retrieve or query a secure user ID from this screen. 

Follow these steps to access the security profile window (illustration follows).  

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Security ( Secure User Build.

2
Fill out the Security Profile window as shown on the illustration below and the table that follows.

Illustration
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Description of fields
This table provides information to use in completing the fields on the top part of the Security Profile window:

Field
Description

Secure Oracle Name
Enter the new secure user ID to be created, using the naming conventions and rules discussed above (e.g., SECUREVIEW0193).  This is the user ID that will interact with the database on behalf of the user. 

· This must be a unique name, even if it is a “child” of another secure view.

Password
Enter the password the secure user ID will use to interact with the database on behalf of the new account.  You must enter the password twice to confirm the correct spelling of the password.

Note:  You may want to use the same password for all secure user IDs.  This password is not used after this so you don’t need to remember it.

Application User
Enter the user ID that the user will use to log in to the system.  Be sure to follow the naming conventions for the user ID, including the routing indicator (see Naming conventions, page 38).

User Password
Type in the initial password the user will use upon first logging in to the system. You must enter the password twice to confirm the correct spelling of the password.

Note:  The user will be required to change the password during the initial log in process.  

Employee Name
Use the LOV to select the employee name for whom this user ID is being created.  The user must have a record in the database, either an employee in the region or an external user.

Parent Secure User
If this user can use the same secure user ID as one that has already been created (i.e., needs access to the same org component(s)), use the LOV to select that “parent” secure user ID.  If this is a new secure user ID, leave this field blank.  Using the same secure user ID for multiple accounts saves space in the database and makes the application run more efficiently.

Routing Group Name
Select the routing group from the LOV.  This should be your region’s routing group.

Groupbox Name
If this user is to be a member of a groupbox, select the groupbox from the LOV.  Otherwise, leave blank.

RPA Authorities
In this section of the Security Profile screen you identify the appropriate RPA authorities for the user.  Most of these selections are also found in the US Government Workflow Routing Groups flexfield (see Routing group and RPA authorities window, p. 70).  Check each block that applies:

Data Element
Description
Typically Assigned To

Initiator
Yes if the user will need to initiate (create) RPAs.
All except for RPA reviewers

Requester
Yes if the user will need to sign RPAs as a requesting official.
Supv/mgr

Authorizer
Yes if the user will need to sign RPAs as an authorizing official.
High level mgr (directorate)

Personnelist
Yes if the user is in the personnel career field.
CPOC, CPAC users

Approver
Yes if the user can “approve” a personnel action.
CPOC only

Reviewer
Yes if the user will only need to review RPAs only.

· Cannot be selected if requester, authorizer, personnelist, or approver is selected.

· Must be selected if the only other authorization is “initiator”.
RM, EEO users 

Default Routing Group
Yes for all users (if assigning more than one routing group, this should be “Yes” only for the user’s primary (default) routing group).  
All users

Org Component
This should be checked for all Army users (it indicates that org component security is being used).
All users

Smart number, printer
Complete the next blocks to reflect the RPA Smart Number and user’s default printer, as follows:

Smart RPA Number
Enter the flexible portion of the RPA number for this user; see RPA Numbering, p. 98, for instructions on how this is determined.

Printer
If this user will use the site default printer (many users outside of the CPOC and CPACs – see Who needs a registered printer?, p. 135), leave this item blank; otherwise, select the user’s default printer from the LOV.  

Status
This block indicates whether LISTGEN has been run for the account or not.  If LISTGEN has been processed, this block will display “Processed.”

Error message
If there was an error with the update of this account, the error message is displayed here.

Security region
In this region of the Security Profile window, you identify the type of security that will be used for this user.  For Army, this will always be “Org Component security,” so fill out these fields as follows (using the organization and position set up for your region – see Initial setup to use Org Component Security, p. 23) :

Organization Hierarchy
Select “USE ORG COMPONENT SECURITY”.

Top Organization
Select the organization identified during the set up process, in the example above, “OFC DP SEC OF DEF”.

Position Hierarchy
Select “USE ORG COMPONENT SECURITY”.

Top Position
Select the top position of the hierarchy used above, in the example, GW111.USE ORG COMPONENT SECURITY.

Roles
Click the <Roles> button to access this part of the Security Profile window.

In this area you will identify the responsibilities to be given to this user.
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Roles
Use the LOV to select the role appropriate for this user.  This will determine the type of responsibility that will be created (e.g., manager, personnelist, etc.), which in turn governs the menu assigned to the user.

If other responsibilities are to be assigned to this user, select them from the LOV.  See Responsibilities and Menus, p. 44, for more information about responsibilities.

Caution:  Don’t “mix” responsibilities with one user ID; for example, do not select a manager responsibility and a personnelist responsibility.  Users with more than one role will require more than one user ID.  See Requirement for two user IDs, p. 39. 

When done, click the <OK> button on the bottom of the Organization Component window.

Org Component
Click the <Org Component> button to access this section of the Security Profile window.  In this section, you will identify the organization(s) to which this user will have access.
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Organization Component
Enter each organization to which this secure user ID should have access (see Org Component Security, page 26), as well as any individual positions.  There is no limit to the number of items that can be listed.

When done, click the <OK> button on the bottom of the Organization Component window.

Create User and run LISTGEN
Once you have completed all the necessary fields, push the save icon, then click the <Create User> button to begin the actual user build process.  When this is complete, the system will display a message.  Click <OK> to close the message.  

To complete the process, you can run the Security List Maintenance (LISTGEN) process.  LISTGEN is scheduled to run at least once a day at each region for all secure views (see Security List Maintenance, p. 118).  Until LISTGEN runs, the new account will not have access to the proper records.  If immediate access is needed, you can run LISTGEN just for the one new secure view.

Editing Org Component Security

Modifying org access
Follow these steps to change the org components to which a secure user ID has access.  Illustration follows.

Note: this process is used to change the secure user ID, not the 

“responsibilities” which are created from the secure user ID (responsibilities include the MGR/PER/RMO prefix).  Therefore, if more than one responsibility has been created using the same secure user ID (e.g., MGR and RMO), each of these responsibilities will be affected. 

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Security ( Org Comp Sec.  Illustration follows.

2
On the Organization Component Security screen, push [F7] to start a query in the “Name” field.  Enter some or all of the secure user ID that you want to change, followed by %, then push [F8] to run the query.  If a LOV displays, select the appropriate profile from the list.  

3
Modify the access in the Organization Components section of the window:  

· To add an organization, enter it on a blank line (or use the add record icon (green PLUS) to add a blank line).

· To delete an organization, select the org, then push the delete record icon (red X).

· To modify an organization, delete the incorrect entry, then add the “modified” entry .

4
Save and close the window.

5
Run Security List Maintenance (LISTGEN) to complete the process (see Security List Maintenance (LISTGEN), page 119) (or wait until LISTGEN runs for the entire region).

Org Component Security screen
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User IDs

Overview
Personal User IDs are the actual logon name that a user will type to access modern DCPDS (not to be confused with the secure user ID).

· The User ID links responsibilities (including any secure responsibilities) to the user.

· This section shows how to create a personal user ID (step 7 of the user ID checklist) and add responsibilities to that user ID.  This process also creates the user’s personal inbox (if step 2 from the checklist – adding the person to the region’s routing group – was performed). 

· This step is not required if you are creating a user ID with a secure view; see Creating Secure User IDs (Secure User Build), page 28.

· This section also shows how to modify a user ID and reset a password.

When used
This step is required for ALL USERS.  However, if you are using the Secure User Build process, this step is included in that process.

Naming conventions for users
Since the user ID is also the name of the user’s personal inbox, routing identifiers must be included with the user ID to allow for accurate productivity reporting.  Within Army, the following conventions are being used:

USERNAME/ROUTING-IDENTIFIER

Example:  MILLERJ/MGR

· User IDs are usually comprised of the user’s last name and first initial.  Your region may have a different schema for creating user IDs.  During deployment, user IDs are being converted from the PPI system so the “name” part of the user ID is the same as in the PPIs.

· For related information on naming conventions for groupboxes, see Groupbox Naming Conventions, page 78.  The routing identifiers used for groupboxes contains a 4th character which indicates the type of box (hold, suspense, etc.).  In some circumstances, these 4th characters can also be used with user IDs.  If not used, all user ID routing identifiers are assumed to be “N” (Normal).

Routing identifiers are as follows:

Inbox Category Description
Routing Identifier Code

Manager
MGR

Administration
MGA

Pseudo Manager
MGP

Manpower
RMM

Budget
RMB

CPOC classification 
COC

CPOC staffing (CONUS) 
COS

CPOC staffing (OCONUS)
COF

CPOC Processing
COP

CPOC HRD/Training
COH

CPOC Other (primarily ISD)
RSC

CPAC (generalist or generic)
CPG

NAF personnelist (at this time NAF managers are not using modern DCPDS)
NAF

Other (none of the above, outside of the CPOC)
OTH

Requirement for two user IDs
Some users may require two separate user IDs.  These are primarily certain supervisors and managers in civilian personnel or resource management jobs.

· The rule of thumb is, if more than one of the routing identifiers is applicable to one user, that user needs more than one user ID to insure accurate productivity reporting.  

· The user IDs can use the same name, but the routing identifier must be different for each, e.g., MILLERJ/MGR and MILLERJ/RMM.  

· The user logs on with the /MGR identifier to perform work such as initiating an RPA for one of his employees, and uses the /RMM user ID to perform work as a manpower manager.

Creating the User ID

Creating the ID
Follow these steps to create the User ID (illustration follows, see User screen, p. 41):

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Security ( User ( Define.  

2
Fill out the top part of the User window according to the instructions on the table below; use [Tab] to move between fields.  An illustration follows.

Field
Description

User Name
Enter the user name, following the naming conventions discussed above, e.g., MILLERJ/MGR.

Password
Enter “password,” push [Tab], and enter “password” again to verify.  Note:  the user will have to change the password upon initial logon.

Description
Enter a description for this user.  CPOCs may want to standardize the way this description is entered for easier querying, e.g., including the user’s CPO ID, command code, and UIC.

Employee
Type some or all of the last name of the employee, then push [Tab] (or use the LOV button).  Select the correct employee (or external user) from the list if a list of matching names displays. 

Email
This populates from the employee’s record, if present; if not, enter the email address (this is primarily for convenience for the systems administrator, e.g., to send a note to a user when a password has been reset). 

Fax
This populates from the employee’s record, if present; if not, enter if desired (not as useful as the email address in most cases).  

Password Expiration
Set the password to expire in 90 days.

Effective Dates
The “from” date is automatically set to the current date.  This should be satisfactory for most purposes.  If this is to be a temporary user ID, end date the account by completing the “to” date (if a “to” date is included, the user ID will not be accessible after that date).

Responsibilities
Assign responsibilities (described below).

Assigning responsibilities
The lower part of the User window contains blank lines where you enter the responsibilities to be assigned to this user.  

· Many users will have more than one responsibility, e.g., a CPOC classifier may have a CIVDOD PERSONNELIST responsibility and a CIVDOD CLASSIFIER responsibility.  (Note, most users will have additional responsibilities once OTA is deployed.)

· See Recommended Responsibilities for Users, page 46, for typical responsibilities assigned to different types of users (Staffers, managers, RMB, etc.).

· To select a responsibility, click in the first blank line and click the LOV.  Type the first letter(s) of the responsibility to quickly jump to that part of the list, e.g., type “C” to jump to the CIVDOD (“view all”) responsibilities, or “M” to jump to the MGR secure user responsibilities.

· For CPOC users (who generally need access to all the records in the database), use the appropriate “view all” responsibilities (those starting with “CIVDOD”) from those that are already established, e.g., CIVDOD PERSONNELIST.  

· For all other users, select the appropriate secure user ID responsibilities from the LOV (the one(s) you created earlier in this process).  

· If any of the responsibilities are temporary, put the end date in the “to” area for that responsibility (this is also the way you terminate a responsibility).

· Continue adding responsibilities (if applicable).  When done, save and close the window.

User screen
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Modifying or Terminating User IDs and Resetting Passwords

Overview
Use the following procedure to make changes to a personal user ID, including the following:

· Terminating a responsibility.

· Adding a new responsibility.

· Resetting a password.

· End-dating (terminating) a user ID.

Modern DCPDS also allows you to change the user ID itself, but see the caution immediately following this table.

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Security ( User ( Define.

2
When the User window displays, query to retrieve the user ID you want to modify:  

· Push [F7] to initiate the query, type in part or all of the personal user ID you want to modify followed by %, and push [F8] to execute the query (e.g., MILLER%).

· Matching choices will be retrieved; use the PgDn and PgUp keys (or up- and down-arrow keys) to move between records until you locate the record to be changed.

3
To remove a responsibility, add an end date to that responsibility – usually the current date (you cannot “delete” a responsibility).

4
To add a new responsibility, click on a blank line in the responsibilities area or click on any line in the responsibilities area and click the “add record” icon (the green plus sign).  Click the LOV button and select the new responsibility to be added.

5
To reset a password, click in the password field and type in a new password – use PASSWORD.  You will have to enter this twice.  The next time the user logs on, he/she will use “password” as the password and will get a message that the password has expired.  The user then enters a new password.

6
To terminate a user ID, you end-date it (you cannot delete it).  Do this by entering a date in the “To” block of the “Effective Dates” area in the upper part of the User ID screen.  

· Important:  You must also “un-link” the user ID from the employee by removing the employee name (otherwise, the user ID will continue to show up on routing lists, allowing actions to be sent to this user’s inbox).

7
Save the changes and close the window to return to the navigator.

Caution:  Changing a User ID 
Modern DCPDS allows you to change the actual user ID itself.  However, this also changes the name of the inbox associated with this user and any actions that are open in that inbox (under the old user ID name) become inaccessible.  

· If it is necessary to change a user ID, make sure that any actions in that user’s inbox have been routed to another inbox first.  [If this is not done, and you need to recover such actions, you must change the user ID back to the original name, log in with that user ID and route the actions out of the inbox, then re-do the change to the user ID.]

Responsibilities and Menus

Overview
This section covers:

· View all vs. secure view responsibilities.

· Creating a new responsibility from a secure user ID (step 5 of the user ID checklist).

· Recommended responsibilities for types of users.

· Copying information types for a responsibility.

· Changing the menu assigned to a responsibility.

· Excluding menus and/or functions from a responsibility.

· Adding or deleting specific reports from those normally available to a responsibility.

· Creating a “local” request group for a responsibility.

Terms
The following terms are used in this section:

Term
Definition

Responsibility
A set of tasks or functions that a user can perform in modern DCPDS, together with record access information.  Examples: CIVDOD SUPERVISOR (a “view all” responsibility) or MGR (secure user ID). Many users have more than one responsibility.  Also known as “hats” since users “change hats” to change responsibilities.

Template Responsibility
A “view all” responsibility that is used as a template to create a secure responsibility during the automated secure user build process.   For example, CIVDOD MANAGER is a template responsibility that is used to create MGR (secure user ID) responsibilities – the resulting responsibility will have the same menu and access to the same information types (flexfields) as the CIVDOD MANAGER.

Function
A specific task that can be performed in modern DCPDS, the elemental entry on a navigator menu.  For example, many navigator menus contain an entry called “Processes and Reports,” containing sub-entries such as “Submit Processes and Reports.”  The latter is a task that can be performed in modern DCPDS, known as a function.

Menu
In the context of this section, the term “menu” refers to a sub-heading on a navigator menu; for example, “Processes and Reports” is a sub-heading on many navigator menus, and is itself called a menu.

View all vs. secure view responsibilities
Modern DCPDS comes with pre-defined responsibilities that are appropriate for various categories of users, e.g., classifiers, staffers, and trainers.  All of these pre-defined responsibilities are “view all” responsibilities, which means that they have no security attached to them; users who have view all responsibilities can access all the records in the database.  

In contrast, “secure view” responsibilities are created at each CPOC.  Although they are generally based on one of the pre-defined view all responsibilities (as far as the functions that can be performed and the menus that are accessed), these secure view responsibilities limit the user’s access to an appropriate set of records.  Secure view responsibilities are assigned to supervisors, managers, resource managers, NAF personnelists, EEO specialists, and personnelists in the CPACs whose access to records needs to be restricted for Privacy Act and security reasons.

Pre-defined view-all responsibilities
The pre-defined view-all responsibilities are listed on the table below (this is not an exhaustive list but reflects those most commonly used).  These are also known as “template responsibilities” because they are used as the basis (template) for secure view responsibilities.  

· Resp # is used only during the automated user build process during deployment.  

· Abbr is the role that is combined with the secure user ID to create a secure responsibility; for example, MGR SECUREVIEW0193 is a secure responsibility that uses CIVDOD MANAGER as its template.  Note, although abbreviations for all template responsibilities, some will rarely, if ever, be used, e.g., CLASS, STAFF, MER, RPT, SYS, SPV, and RPT.

Resp # 
Template Responsibility 
Abbr
Comments

1
CIVDOD PERSONNELIST
PER
For appropriated use.

2
CIVDOD MANAGER
MGR
For appropriated use.

3
CIVDOD CLASSIFIER
CLASS
For appropriated use.

4
CIVDOD STAFFER
STAFF
For appropriated use.

5
CIVDOD MNGT EMP RELATIONS
MER
For appropriated use.

6
CIVDOD RESOURCE MANAGER
RMO
For appropriated use.

7
CIVDOD VSB REPORTS
RPT
For appropriated use.

8
CIVDOD OTA FISC OFF
OTA
For NAF and appropriated use.

9
CIVDOD OTA MNGR/SUPV
OTA
For NAF and appropriated use.

10
CIVDOD OTA ORG TRN MONITOR
OTA
For NAF and appropriated use.

11
CIVDOD OTA TRN ADM
OTA
For NAF and appropriated use.

12
CIVDOD OTA PERSONNELIST
OTA
For NAF and appropriated use.

13
CIVDOD NAF HR MANAGER (Army)
MGR
For Army NAF use.

14
CIVDOD NAF SYS ADMIN (Army)
SYS
For Army NAF use.

15 
CIVDOD NAF SUPERVISOR (Army)
SPV
For Army NAF use.

16
CIVDOD NAF PERSONNELIST (Army)
PER
For Army NAF use.

17
CIVDOD NAF PSEUDO REPORTS
RPT
For NAF use.

18
CIVDOD NAF PERSONNELIST (AF)
PER
For AF NAF use.

19
CIVDOD NAF SYS ADMIN (AF)
SYS
For AF NAF use.

20
CIVDOD NAF SUPERVISOR (AF)
SPV
For AF NAF use.

21
CIVDOD NAF HR MANAGER (AF)
MGR
For AF NAF use.

Recommended Responsibilities for Users

Different hats for different users
The table below shows which responsibilities are appropriate for different types of users.  This is not an exhaustive list but covers most common types of users.

· Note: OTA is not being used in Army at this time. CIVDOD OTA responsibilities do not need to be assigned to users until such time as OTA is approved for Army use.  The one exception to this is Human Resources Development Division staff at the CPOC, who can use the CIVDOD OTA PERSONNELIST responsibility to enter completed training information into employee records.

User
Recommended responsibilities

Manager or supervisor
· MGR secure user (based on CIVDOD MANAGER)

· OTA secure user (based on CIVDOD OTA MNGR/SUPV)

Admin assistant, secretary, etc.
· MGR secure user (based on CIVDOD MANAGER)

· OTA secure user (based on CIVDOD OTA MNGR/SUPV)

Resource manager (budget or manpower)
· RMO secure user (based on CIVDOD RESOURCE MANAGER)

CPAC generalist
· PER secure user (based on CIVDOD PERSONNELIST)

NAF PERSONNELIST

(NAF managers are not using Modern DCPDS at this time)
· PER (secure user) (based on CIVDOD NAF PERSONNELIST (Army))

· ## MGR (secure user) (based on CIVDOD NAF HR MANAGER (Army)).  Note, this is not a “manager” responsibility per se, it is actually a NAF personnelist super-user.  NAF personnelists will be performing a “pseudo manager” role at least initially. ## Should MGR be used?  Is this resp part of a NAF personnelist user ID?  What about the NAF sysadmin responsibility?

· RPT (secure user) (based on CIVDOD NAF PSEUDO REPORTS).

CPOC Staffer
· CIVDOD PERSONNELIST

CPOC Classifier
· CIVDOD CLASSIFIER

· CIVDOD PERSONNELIST

CPOC Empl Dev
· CIVDOD PERSONNELIST

· CIVDOD OTA PERSONNELIST

· CIVDOD OTA TRN ADM

· CIVDOD VSB REPORTS (provides access to various training reports)

CPOC Personnel Actions
· CIVDOD PERSONNELIST

CPOC Benefits
· CIVDOD PERSONNELIST

CPOC ISD (FAB)
· CIVDOD SYSADM HR MANAGER

· CIVDOD SYSADMIN REGION GUI

· CIVDOD External Users (for creating external users)

· US Federal HR Manager (used to create/modify routing lists)

· Systems Administrator GUI (used to disable reports)

· ## Alert Manager GUI

· ## CIVDOD VSB REPORTS

· ## CIVDOD NAF Sys Admin ?

Creating a New Responsibility

Contents
This section explains how to create a new responsibility using an existing secure user ID.  This is step 5 of the User ID checklist.

· Specifications are provided for different types of responsibilities such as  manager (MGR), CPAC personnelist (PER), resource managers (RMO), NAF personnelist (PER) or NAF manager (MGR), Oracle Training Administration manager and OTA training administrator (OTA).

· Note: OTA is not being used in Army at this time.  OTA responsibilities will not be needed until such time as OTA is deployed, although a view-all OTA responsibility (CIVDOD OTA PERSONNELIST) can be provided to HRDD staff members in the CPOC for their use in entering completed training information into employee records).

Relationship to Secure User Build
The Secure User Build process creates a secure user ID and also creates a responsibility with that secure user ID.  When you use this process, you can elect to create either a MGR (manager or supervisor), PER (CPAC personnelist), RMO (resource manager), or other types of responsibilities.  However, there are times when you will want to use the same secure user ID to create additional responsibilities with different roles.  

· For example, if you have created a secure user ID and a manager responsibility which provides access to all records in UIC W4UJAA, you may also need to create an RMO responsibility with access to the same records (UIC W4UJAA).

Menu assignments for CPAC and RMB users
## For CPAC and RMO users, the CIVDOD F4 US GOV HR NAV MGR menu is recommended and used in the instructions in this section.  This is the same menu that is used for manager/supervisor responsibilities.  It does not allow the user to update the database. See Modifying a Responsibility, page 52.

· ## Is this still the case? -- If you create a PER responsibility from the Automated User Build screen, the menu that is assigned is CIVDOD PERSONNELIST NAVIGATOR.  This allows the user to update the database. If you do not want this capability, you will need to change the menu assigned to the CIVDOD F4 US GOV HR NAV MGR menu.  

· ## Is this still the case? -- If you create an RMO responsibility from the Automated User Build screen, the menu that is assigned is the CIVDOD RESOURCE MANAGER NAVIGATOR. This menu is currently not working properly and should be changed to the CIVDOD F4 US GOV HR NAV MGR menu.

Creating a new responsibility
Follow these steps to create a responsibility from a secure user ID (illustration follows):

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Security ( Responsibility ( Define.  

2
Fill out the Responsibility window as shown on the two tables below.  The first table provides general instructions applicable to all users, and the second table provides specific entries which will vary depending on the category of user for which the responsibility is being created.

3
When done, save, then close the window to return to the navigator.

4
To complete the process, you need to “copy information types” to give the responsibility access to the appropriate set of flexfields.   See Information types, page 51, for instructions.

Responsibility screen
Here is what the responsibility screen might look like when complete:  ## may need to replace this illustration after checking on correct menu
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General instructions for the Responsibility screen
The following table provides general information used in completing the responsibility window for all users.  Supplement this with the information in the table following to identify specific entries for different categories of users: 

Field
Description

Responsibility
Abbreviation (see following table) plus the secure user ID created in step 4, e.g., MGR SECUREVIEW0193.

Application
(See following table)

Description
Narrative description, e.g., Chief, Systems and Training Branch

Data Group

Name
Secure user ID, e.g., SECUREVIEW0193.

Application
(See following table)

Menu
(See following table)

Request Group

Name
(See following table)

Application
(See following table) (usually this will fill in automatically)

Specific entries for different users
Use the table below to identify the appropriate abbreviation, application name, menu name, and request group to be given to each category of user:

User Type
Abbr
Application
Menu
Request Group

Manager or supervisor
MGR
Oracle Government HR
CIVDOD F4 US GOV HR NAV SUP
## CIVDOD Supervisor Reports (s/b CIVDOD VSB Reports?)

CPAC personnelist
PER
Oracle Government HR
##
CIVDOD Personnelist Reports

Resource management
RMO
Oracle Government HR
##
## CIVDOD RESOURCE MGR REPORTS (s/b CIVDOD VSB Reports?)

NAF personnelist
PER
##
##
##

NAF manager
MGR
##
##
##

OTA manager (not used in Army)
OTA
Oracle Training Administration
CIVDOD OTA MANAGER/SUPERVISOR
OTA Reports

OTA trng administrator (not used in Army)
OTA
Oracle Training Administration
CIVDOD OTA TRAINING ADMINISTRATOR
OTA Reports

Information Types

Information types
When you create a new responsibility, you also have to identify the flexfields (DDFs) to which that responsibility will have access – managers, supervisors, and other end users are not given access to the same set of flexfields as personnelists.  This is done by copying information types from an existing responsibility.  

· This is done automatically when creating a responsibility using the automated Secure User Build process (see Creating Secure User IDs (Secure User Build), p. 28). It is not automatic for any responsibilities created outside of the SUB process.

· Hint:  If a user is unable to view any DDFs when clicking on the <Extra Information> or <Special Information> buttons on the People window, this usually indicates that no information types have been associated with that user’s responsibility.

· ## This does not need to be done for OTA responsibilities.

· Copy from the following responsibilities depending on the type of responsibility you are creating:

For this new responsibility:
Copy Information Types from:

Manager, supervisor, resource manager, or other end user


CIVDOD MANAGER or another secure responsibility (171 info types)

Personnelist (CPOC or CPAC)
CIVDOD PERSONNELIST (198 info types)

NAF personnelist
## ?

All other responsibilities (e.g., ISD)
US Federal HR Manager (178 info types)

Copying information types
Follow these steps to copy information types from an existing responsibility to a new responsibility:

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Security ( Information Types.

2
On the Information Type Security screen, query for the responsibility from which you are going to copy (using the table above), e.g., [F7] CIVDOD MANAGER [F8].

3
Click the <Copy Responsibility> button, and type in the new responsibility name (or type part of the name and push [Tab], then select it from the displayed list).  

4
Click the <Copy> button to copy the information types to the new responsibility.
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5
Save and close the window to return to the navigator.

Modifying a Responsibility

Overview
This section provides instructions for modifying a responsibility, e.g., to assign a different menu to a responsibility, or to exclude certain menu selections or functions from a specific responsibility. 

· ## If you create a PER responsibility from the Secure User Build screen, the menu that is assigned is CIVDOD PERSONNELIST NAVIGATOR.  This allows the user to update the database. If you do not want this capability, you will need to change the menu assigned to the CSU responsibility to CIVDOD F4 US GOV HR NAV SUP.

· You can also use this process to exclude specific menus and/or functions from a specific responsibility.

Standard menus 
The menus and functions accessible to a secured responsibility are governed by the menu assigned during the Secure User Build process: 

· MGR (supervisors and managers) have the same menu selections as the CIVDOD SUPERVISOR or CIVDOD MANAGER responsibility.

· PER (CPAC) has the same menu selections as CIVDOD PERSONNELIST. 

· RMO (resource manager) has the same menu selections as CIVDOD RESOURCE MANAGER. 

Normally, the standard menus and functions are satisfactory.  However, you may occasionally need to exclude certain menu selections and/or functions from a specific responsibility, or change the basic menu assigned to a responsibility.  

The types of changes described in this section refer to locally-created responsibilities only.  Avoid making changes to the standard “view all” (CIVDOD) responsibilities, menus and functions.  Patches are more likely to affect the CIVDOD responsibilities creating extra work to keep them current after a patch is loaded.  Additionally, when outside entities are researching problems, the assumption is that if a user is assigned a CIVDOD hat of any type, then the related menus, functions, etc., are standard.  A lot of problems and confusion will be saved if these responsibilities are not changed. 

Responsibilities screen
Follow these steps to access and modify a responsibility:

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Security ( Responsibility ( Define.

2
Query for the responsibility you want to modify: press [F7], enter query criteria (usually part or all of the responsibility name), and press [F8] to execute the query.  If more than one responsibility matches your query criteria, use PgDn and PgUp to page through the records until you get to the one to be modified.

3
Make the changes to the Responsibility.  For example, to change the menu for a PER responsibility, click in the “Menu” block and use the LOV to select CIVDOD F4 US GOV HR NAV SUP.

4
When done, save and close the window.

Excluding menus and functions
Follow steps 1-2 above to retrieve the responsibility to be modified.  Follow these steps to exclude specific menus and/or functions:

Step
Action

1
In the “Function and Menu Exclusions” region of the Responsibilities screen, select “Function” or “Menu” from the drop down box (shown on the “Responsibilities” screen above)

· A “function” is a specific task from the navigator list.

· A “menu” in this case is really a “submenu” on a navigation list – use this if you want to exclude an entire submenu from this responsibility (e.g., “Processes and Reports”).

2
Click in the “Name” field and use the LOV to select the function or menu to be excluded.  Use the “Find” block if needed.

3
Continue excluding menu(s) or function(s) as desired, using the other blank lines.

4
When done, save and close the window.

Adding Reports to Responsibilities

Request groups
Each responsibility is given access to a pre-defined “request group” – a collection of standard reports that are appropriate for that role.  For example, a supervisory responsibility is given access to the CIVDOD Supervisor Reports request group.  

· Occasionally, you may need to add a report to the request group assigned to a responsibility.  This process is described in this section.

· Alternatively, you can construct a “local” request group containing just the reports that you want available for a particular responsibility.  This process is described below (see Creating a (Local) Request Group, p. 55).

Adding a report
Modern DCPDS provides the ability to add reports to the request groups assigned to responsibilities.   Follow these steps (illustration follows):

Step
Action

1
In the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Security ( Responsibility ( Request.

2
In the Request Groups Screen, click in the Group field and then on the find icon (the flashlight).     

3
When the LOV displays, type “CIV” to reduce the listing of request groups.

4
Select the Request Group to which you want to add the report.  A listing of the reports for that report group will display at the bottom (under “Requests”).  To add a report, click on a line in the bottom area of the screen, then click the new record icon (green plus) and a blank field will be displayed in the Name Field.

5
With your cursor in the Name field, click the LOV to see a listing of available reports. To limit the listing, type “%CIV%” or another delimiter in the find field and click on the find button.

6
Highlight the report you would like to add, and click on the OK button.  The report you selected will be added to the listing.  

7
Click on the Save button to save your work.

Request group screen
This is what the request group screen might look like:
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Creating a (Local) Request Group

Overview
Follow these steps to create a “local” request group in order to limit the reports available to a particular responsibility or to better define report availability to meet local needs.  Once created, you need to add the new local request group to the desired responsibility (see Modifying a Responsibility, p. 52).

Step
Action

1
In the CIVDOD SYSADMIN REGION GUI responsibility,

navigate to Security ( Responsibility ( Request.

2
In the Request Groups Screen, click in the Group field and enter the name of the new Request Group.

3
Click in the Application field and click on the LOV.  Select ‘Oracle Government HR’ and click OK.

4
Leave the Code field blank.

5
Enter an appropriate description in the Description field.

6
In the Request portion of the screen, click in the Type column and select ‘Program’ from the LOV.

     7
With your cursor in the Name field, click the LOV to see a listing of available reports. To limit the listing, type “%CIV%” or “%Oracle Government HR%” or other delimiter in the find field and click on the find button (many commonly-used reports are found in the CIVDODHR or Oracle Government HR applications).

8
Highlight the report you would like to add, and click on the <OK> button.  The report you selected will be added to the listing.  Continue to add reports as desired.

9
Click on the Save button to save your work.  You can now use this request group on the responsibility window (see Modifying a Responsibility, p. 52).

Local request group screen
[image: image11.png]Request Groups

[_[CIx]

Group [GW Test Reports
Application [Oracle Government HR
Code
Description BB of purpose e
— Request:
Type Name Application
~[[Program [Batch Print Notification of Personnel / Oracle Government HR
Program [Notification of Personnel Action Oracle Government HR
Program [Request for Personnel Action Oracle Government HR
Program [Active Users Application Object Library
Program [Acquisition Employee Career Brief (A CIVDODHR
ingmm [Batch Print Notification of Personnel 7 CIVDODHR

Description Batch Print Notification AF Form 2545, AUG 86





External Users and Virtual Positions

Background 
A record in the region’s database is required in order to build a user ID. An external user record can be created to meet this requirement for someone who is not a civilian employee in the region, but who needs access to the region’s database.  Examples of external users:

· Military supervisors of civilian employees, who need an account in modern DCPDS to initiate personnel actions or training requests, obtain civilian personnel information, etc.

· Civilian employees from another region who need to access your region’s database, such as Army Benefits Center (ABC-C) staff or personnelists involved in centralized intern staffing.  See Accounts for ABC-C Staff, p. 64, for requirements for setting up external users and virtual positions for ABC-C staff.

· Contractors who need to access the region’s database.

· Other situations in which a user ID (and associated inbox) is needed but not associated with an actual employee, e.g., for setting up a pseudo manager account.

An external user record may also be required when an employee in the region needs two separate user IDs because that person has two distinct roles in modern DCPDS (e.g., a supervisor in a civilian personnel organization).  If the RPA permissions are different between these two user IDs, that user will need two different records in the database since RPA permissions are part of the employee’s record.  See Requirement for two user IDs, page 39, and Assigning a Routing Group and Setting RPA Authorities, page 68.

External users are a special category of record in the database.  They do not show up on reports or counts of employees, etc.

Terms
The following terms are used in this section:

Term
Definition

External user
A special category of record in the database, created to provide a user account in a regional database for a person who is not a civilian employee in that region, or for an employee who has more than one role requiring with different RPA permissions.  Not counted as a regular employee in the region’s database.

Virtual position
A pseudo position occupied by an external user.  Not counted as a regular position in the region’s database.

Process overview
User ID Checklist, step 1a.  Virtual positions are built using an abbreviated position build process.  This is only required:

· For the one-time set up to use the Secure User Build process (see Initial setup to use Org Component Security, p. 23); and 

· In those instances when you have an external user who will be “signing” SF50s (NPAs), which is the case for ABC-C staff members (see Accounts for ABC-C Staff, p. 64). The position data provides the signature block (in the “Position Working Title” field) that will appear on the SF50.  

For all other external users, skip the virtual position build steps below and proceed directly to Creating an External User, p. 61.

User ID Checklist, step 1b.  External user records are built using an abbreviated process similar to creating an applicant record.  Very little data is required to create the record.  Once created, you will have to perform other applicable steps in the user ID checklist such as adding the routing group and RPA authorities, creating the user ID, etc.

Organizational assignment
If virtual positions are used for external users, they should be assigned to an appropriate organization.  The CPOC may want to create a “dummy” organization subordinate to the CPOC for this purpose.

Creating a Virtual Position

Virtual position build
Follow these steps to create a virtual position for an external user:

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility (or any personnelist responsibility), navigate to Work Structures ( Position ( Description.  

2
Click in the “Name” block to display the position flexfield and complete this window as follows:

· Number: use your region’s position numbering convention to enter a position number (any alpha characters should be in uppercase). 

· Title:  enter a position name, e.g., BENEFITS CENTER USER (uppercase).

· Agency group: enter the component and major command, e.g., ARP1.

· Type:  EXT (external) or MIL (military).  Military types should be rarely, if ever, used.

· Remember the position number and/or the system-generated sequence number, which you will use to identify the position in the external user build process.
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3
Complete the remaining fields on the position window as follows (see illustration at step 6 below):

· Organization: select the organization to which this virtual position is to be assigned (note: this is the organization that starts with the organization name, not the UIC). CPOCs may want to set up a standard location for virtual positions, e.g., a dummy organization attached to the CPOC.

· Job (series): 0003 (external), 0002 (military).

· Location:  use default (comes from UIC).

4
Click in the “additional details” block (the “beer mug” flexfield):

· Servicing office ID: 2-char CPO ID, e.g., EW.

· Servicing agency: AR.

· Region: enter component and major command.

· Unit ID Code (UIC): selected UIC.

· Other fields: use defaults.
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5
Save the position so far, then click the <Others> button (at this point, the position status shows “invalid”).
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6
Select “Virtual Position” from the Navigation Options window.

7
Click in the details block on the Extra Information window.  Complete the following items (minimum):

· Personnel office ID: use your CPOC’s POID (4-character).

· Org structure ID: this is the org code part of the org component (comparable to DIN JEJ in legacy DCPDS).  Hint: if you complete the “Positions Organization” field first (at the bottom of the window), this field provides an LOV that includes all the org structure IDs for the selected organization (AZ in the example).

· Supervisory status: 2 (supv) or 8 (nonsupv). 

· Position working title: enter appropriate title in upper case – this is the title that prints in the signature block of the NPA.

· Position’s Organization: enter the CPO ID, major command, UIC, and org code (legacy DIN JBM). Make sure it matches selections made on other organization data elements.
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8
Click <OK> to close the flexfield, save, then close the extra information window to return to the position screen.

9
Click the <Validate> button to validate the position.

10
Once validated, close the position window to return to the navigator.  The virtual position can now be used during the external user build process.

Creating an External User

Naming conventions for external users
External users are established to create records for people who need access to the region’s database.  In these cases, the name used for the external user will generally be a recognizable person’s name (first name and last name).  However, in some cases, an external user is set up for a special purpose such as a pseudo manager.  In these cases, you may want to use a descriptive name that does not emulate a person’s name.  

External users and user IDs
More than one user ID can be created and associated with one external user.  For example, one external user can be created and used for any number of pseudo manager accounts.  

· One factor to consider when deciding if more than one user ID can be associated with one external user record is the nature of the RPA permissions for those users.  They must all have the same RPA permissions since the RPA permissions are part of the external user record, not part of the user ID.  See Assigning a Routing Group and Setting RPA Authorities, page 68.

· An additional factor applies if the user IDs will be signing Notifications of Personnel Actions (SF50s) by performing the “update HR” step in processing personnel actions.  In this case, the name appearing in the signature block of the SF50 will be the name of the external user, and the title will be the title associated with that external user – not the name of the user ID.

Creating the external user 
Follow these steps to create the external user record:

Step
Action

1
Using the CIVDOD External Users responsibility, select Employee Enter and Maintain from the navigator. 

Click the <New> button on the Find Person window.

2
Complete the following data elements on the Enter and Maintain External User window:

· Name (use mixed case) (enter last, first, and middle initial, or other descriptive name as appropriate for special purposes).

· Gender.

· Type – select “External User” from the LOV.

· SSAN – this can be real, made up, or you can use a constructed SSAN (8 (or 9) + 4-char POI +  4 digit sequence number).  Format:  999-99-9999 (include hyphens).

· Birthday – this can be real, or made up (any date), e.g., 01-Jan-2000.
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4
Save the record. If the external user will be “signing” SF50s, continue with the next section (“Tie external user to position”), otherwise, close the window to return to the Navigator.  The external user record is ready for further use.

Tie external user to position if needed
If the external user will be “signing” SF50s, and you have created a virtual position which includes the Position Working Title (which will print in the signature block on the SF50), you need to assign the external user to the virtual position, as follows.  Otherwise this step is not needed.

Step
Action

1
Click the <Assignment> button at the bottom of the External User window.

2
On the Application screen, delete the CIVDODHR in the “Organization” field.  

3
Click in the “Position” field.

· If prompted to <Update> or <Correct>, select <Correct> if you built the external user record (above) on the current date, otherwise select <Update>.

4
In the Position field, use the LOV and select the external position to which this user will be assigned (created above).  The Organization, Job, and Location data fields will populate from the position record.

5
Save, then close the Assignment window to return to the Enter and Maintain External Users window.  Close that window to return to the navigator. 

· You are now ready to continue with the user build process for this external user (e.g., assigning a routing group and RPA permissions, setting up the user ID, etc.).

External Accounts for Special Purposes

Known external users 
## Besides ABC-C, what other accounts do regions need to set up?  Can we provide any specific instructions, e.g., Intern recruitment, HQDA (including MFAD users), MACOM, etc.   Can we list them here? Are they consistent across regions (they should be)?

Accounts for ABC-C Staff

Overview
All CPOCs will need to set up external users and virtual positions for ABC-C staff, physically located at SWCPOC, Fort Riley, KS.

· One external user (and corresponding inbox) needs to be set up in each region for retirement and death actions received at that CPOC.  See The ABC distribution box, page 65.

· User IDs, created as external users occupying virtual positions, need to be set up for ABC-C staff members. See ABC staff member accounts, page 66.  

· User IDs for the ABC-C staff members also need to be set up to access the CSU Application in your region (see CSU Application, page 156).  The user IDs for the CSU Application should be the same as the user IDs established in Oracle HR.

· You will need to establish Citrix/Metaframe accounts for the above users and provide account information to SWCPOC; also provide SWCPOC with the IP address for your Metaframe/Citrix server so SWCPOC can set up the client connections for ABC users. See Metaframe/Citrix, page 144.

SWCPOC POC
Contact the SWCPOC ISD for information about ABC-C staff and other requirements at DSN 856-3312/2000, Comm 785-239-3312/2000.

The ABC distribution box
One external user, with a corresponding user ID (and inbox), needs to be established in each region. The CPOC is to route all Retirement and Death RPAs to this inbox. This inbox will be used strictly as a distribution box (no virtual position is needed).  A designated ABC employee will access this inbox and route actions to the specialist who will handle the action.

· External user name, SSAN, DOB: CPOC discretion (see Creating an External User, page 61).

· Routing group and RPA permissions: Assign this external user to your region’s routing group and assign standard CPOC RPA permissions (see Routing Groups and RPA Authorities, page 67).

· User ID specifications (see Creating the User ID, page 39):

· User name: ABC_INBOX/COPD 

· Initial password: modern11

· Responsibilities:  CIVDOD PERSONNELIST

· The RPA Smart Number for this user should be the same as those being used for your other CPOC users (see RPA number for CPOC users, page 99).

ABC staff member accounts
External users and virtual positions need to be established for each of the ABC-C staff members, and user IDs established for these users.  The same user IDs should be used in each region so ABC-C users don’t have different user IDs in every region.

· Names and other identifying information for creating external users, and the corresponding user IDs to be established for the ABC-C staff, can be obtained from the SWCPOC POC (see SWCPOC POC, p. 65).

· Routing group and RPA permissions: Assign these external users to your region’s routing group and assign standard CPOC RPA permissions (see Routing Groups and RPA Authorities, page 67).

· User ID specifications: (see Creating the User ID, page 39):

· Initial password: modern11

· Responsibilities:  CIVDOD PERSONNELIST

· ## A virtual position must be established for each of these external users so that the Position Working Title will be available for the signature block on the NPA (see Creating a Virtual Position, page 58).

· The position working title should read: “Designated Approving Official”.

· ## Don’t attach more than one external user to a virtual position as this generates error messages during the CSU refresh.

· The RPA Smart Number for these users should be the same as those being used for your other CPOC users (see RPA number for CPOC users, page 99).

Part 2: Functional Support

Routing Groups and RPA Authorities

Overview
This section explains how to set up the region’s routing group(s) (a one-time process), assign users to a routing group, and assign various RPA authority levels to users.

Users need to be assigned to a routing group (required for the personal inbox), and their level(s) of authority for Requests for Personnel Action (RPAs) need to be set.  These steps are performed on the “US Government Workflow Routing Groups” of the People <Extra Information> window.

· The user ID (created in step 6 of the user ID checklist) becomes the “name” of the user’s inbox.

· If the user ID is being created as part of the automated Secure User Build, that process will identify the routing group and create the appropriate RPA permissions for that user. 

· The user’s level of authority for RPAs should be checked whether or not the user will be using RPAs in order to override the system default which provides RPA authority typical for a high level manager (authorizing official). 

Terms
The following terms are used in this section:

Term
Definition

Routing Group
The routing group is the basic component of workflow (RPA) routing.  RPAs cannot be routed from one Routing Group to another, so generally each region will have only one Routing Group. 

Multiple routing groups
It is possible but strongly discouraged for a region to establish more than one routing group.  For example, a region could set up separate routing groups for each installation (CPAC) in the region.  There are pros and cons to doing this:

· Pro:  users at an installation will have a greatly reduced list of persons when they route an action since their “routing group” will only include users from that installation rather than from the whole region.  This can reduce the number of mis-routed actions.

· Con:  Since RPAs cannot be routed from one routing group to another, users who need to access RPAs from more than one group will need to be assigned to more than one routing group.  This will generally be CPOC users only, but it is still an extra workload on the systems administrator.

Instructions in this section are geared to using one regional routing group.  The one exception to this relates to using the GHRWFADMIN groupbox, which is automatically created during deployment in the CIVDODHR routing group (not the region’s routing group).  In order to monitor this box, at least one user in the region will need to be part of the CIVDODHR routing group as well as the regional routing group.  See GHRWFADMIN Box, p. 89.

Regional Routing Group(s)

Establishing the region’s routing group(s)
Each region will normally have one routing group.  The default routing group is CIVDODHR, however, each region needs to establish their own routing group.  This is a one-time process.  Note, NAF users (and others) are also part of the one regional routing group.  Follow the steps below to establish the region’s routing group.  

Naming convention: in Army, the region’s routing group should be named PAC_Region, NC_Region, SC_Region, etc. 

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Routing Groups and Groupboxes.

2
In the routing group field, enter the name of the new routing group, and add a description in the adjoining field.

3
Save and close the window.

Assigning a Routing Group and Setting RPA Authorities

When used
Step 2 of the user ID checklist is required for virtually all users, including external users. 

· If the user ID is being created using the automated Secure User Build process, this step will be accomplished during the automated process and does not need to be done separately (see Creating Secure User IDs (Secure User Build), p. 28).  

· The only other exception is users whose access to the database is limited to such activities as retrieving civilian personnel data or running reports – users who do not need an inbox to access the RPA. 

Fill out workflow routing group window
Follow these steps to access and complete the workflow routing group window: 

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility (or any personnelist responsibility), select People ( Enter and maintain from the navigator.  

2
On the “Find Person” window, type in part or all of the user’s last name (not case sensitive), and push [Enter] or <Find>.

3
If there is only one matching record, it will be retrieved and displayed on the “People” screen.  If a list of matching names displays, select the correct name and push <OK> to retrieve the record.

4
Click the <Extra Information> button at the bottom of the screen.

5
On the Extra Information window, push [F7] to initiate a query, type %Rout% (case sensitive), and push [F8] to run the query to locate the US Government Workflow Routing Groups DDF.  Click in the Details area to display the flexfield window.

6
Complete the window according to the table below (illustration follows):

Data Element
Description
Typically Assigned To

Routing Group
Click the LOV and select the region’s routing group. This will create an inbox for this user (if using more than one routing group, you will fill out this flexfield for each routing group; see Assigning more than one routing group, page 71).
All users

Initiator
Yes if the user will need to initiate (create) RPAs.
All except for RPA reviewers

Requester
Yes if the user will need to sign RPAs as a requesting official.
Supv/mgr

Authorizer
Yes if the user will need to sign RPAs as an authorizing official.
High level mgr (directorate)

Personnelist
Yes if the user is in the personnel career field.
CPOC, CPAC users

Approver
Yes if the user can “approve” a personnel action.
CPOC only

Reviewer
Yes if the user will only need to review RPAs only.

· Cannot be selected if requester, authorizer, personnelist, or approver is selected.

· Must be selected if the only other authorization is “initiator”.
RM, EEO users 

Default Routing Group
Yes for all users (if assigning more than one routing group, this should be “Yes” only for the user’s primary (default) routing group).  
All users

Routing group and RPA authorities window
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Step
Action

7
Click <OK> to close the flexfield.

8
Save, then close the Extra Information window to return to the People window

9
Hints:  Before leaving the People screen:

· If this user will also need a user ID for the CSU Application (step 13 of the user ID checklist), you will need the SSAN which you can get from the People window.  

· If this user will be signing SF50s, you will need to get the position description number in order to check or add the “Position Working Title” (step 3 of the User ID checklist).  Do this by clicking on the <Assignment> button and recording the position description number and sequence number shown on the Assignment window.

10
Close the “People” window to return to the navigator.

Assigning more than one routing group
To assign a user to more than one routing group, follow steps 6-7 above for each routing group, using a different line in the “Details” area for each routing group.  Note that the user can have a different combination of RPA authorities for each routing group, and that one routing group should be identified as the user’s “default” routing group.
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The Civilian Inbox

Overview
In the modern DCPDS, a user’s personal inbox is created in conjunction with building a user ID and assigning a user to a routing group. The “name” of the inbox is the user ID, which is why routing indicators are appended to all user IDs (see Naming conventions, page 38).

When a user logs on to modern DCPDS the first time and opens the inbox, the inbox view is not particularly useful.  Column headings are vague or not descriptive, and the sequence of columns is not ideal.

· CPOCs should establish a public inbox view upon deployment so users can quickly get a more usable view for their inbox.  This includes modifying column headings, column sequence, width of columns, and sort order.  See Setting up a Public Inbox View, page 73.

Misrouted actions
If RPAs are misrouted to the wrong inbox, the only way to retrieve the misrouted action is for the inbox owner to access the RPA and route it appropriately.  Systems administrators cannot access actions in a user’s inbox without signing on as that user (which requires re-setting that user’s password).

· Users can accidentally route an action to the first name on the list of inboxes by forgetting to select the correct destination inbox before clicking the <OK> button on the routing screen.

· CPOCs may want to set up an inbox that is accessible to the ISD staff and appears first on the list of inboxes so that actions accidentally mis-routed to the first inbox on the list can be readily retrieved.

· To do this, you will need to create a user ID named 00DONTUSE or 0TRASHBOX or something similar; the leading zero will insure that this inbox will be the first on the list. (You will also need to add this user to the appropriate regional routing group.)

· ISD should monitor this inbox regularly (by signing on with that user ID) to catch any mis-routed actions.

· CPOCs may want to set up a similar groupbox to catch actions mis-routed to the first groupbox on the list of groupboxes (see Misrouted groupbox actions, p. 78.  However, if this is done, be sure to use a different name for the groupbox (00GROUPDONTUSE or 0GROUPTRASH).

Setting up a Public Inbox View

Need for a public inbox view
CPOCs need to establish a public inbox view upon deployment so users can quickly get a more usable view for their inbox.  

· Use the CIVDOD PERSONNELIST responsibility to create the public inbox view (the Personnelist responsibility has access to the civilian inbox; the systems administration responsibilities do not have this access).

· All users should select and use this public view as their default view during and shortly after deployment to assist in initial troubleshooting.

· It is recommended that this public view be named “1REGION default view” so that it will appear first in the list of views displayed to the user.

· The Query option on this view should be set to “Autoquery Always” so that the inbox will autopopulate upon opening.

Folders
Many screens in the modern DCPDS are “folders” (including the civilian inbox), indicated by the small file folder icon in the upper left corner of these windows.

· Folders can be modified:  

· You can hide columns of data, or restore them.  

· You can increase or decrease the width of the columns.

· You can move columns around.

· You can specify a sort order by up to three columns.

· You can change the column headings.

· Folder views can be saved:

· When you have arranged a folder the way you like it, you can save this “view” of the folder for access next time you use that folder.

· An unlimited number of views can be saved.

· Folder views can be saved as private views (accessible only to the individual user), or public (accessible to anyone in the region).

· Folders can be queried:

· You can run a query on a folder to filter the records displayed.

· You can save a query as a separate view.

· Folders can be set up to “auto-populate”:

· Normally, you have to run a query on a folder before any data will display, but folders can be made to auto-populate so no query needs to be run.

· Folder data can be exported:

· You can export the data in a folder to a text file, and then use it in a spreadsheet or any other application that can import data.

· The data that is exported is from the current view.

Modifying folders
For complete information on how to modify folders and perform the other operations listed above, see the Modern DCPDS User Guide, module 1, chapter 7.

Inbox column headings
The table below identifies the columns in the civilian inbox as they appear “out of the box.”  

· Column headings should be modified to make these headings more appropriate for the actual contents of the column as part of the process of creating a region default inbox view.

· The first nine columns (with the asterisk) are the same for both the RPA and OTA actions. 

· The “Recom Seq/Hdg” column indicates a suggested sequence and column heading for the columns for use in preparing the region default view.

Column Title
Recom Seq/Hdg
Description

*Priority
28. Priority
System-generated.

*Due Date
14. Due Date
System-generated.

*To
3. Inbox Name (3rd  sort)
Lists the name of the groupbox or person the action was routed to.

*Subject
2. Subject (2nd sort)
Information about the action in the Civilian Inbox.

*Comment
5. Comment
Information you can add about the action.

*Date Sent
1. Date Received (1st sort)
Date action was submitted to the inbox.

*Date Closed
15. Date closed
Date you closed the action.

*Notification ID
27. Notification ID
System generated.

*Status
7. Status
· Open – currently active

· Canceled – action was canceled

· Closed – updated to the database or open in another inbox

Attribute 1
9. 1ST NOA Code
Retrieved from the originator’s RPA.

Attribute 2
11. 2nd NOA Code
Retrieved from the originator’s RPA.

Attribute 3
10.  First NOA Descr
Retrieved from the originator’s RPA.

Attribute 4
12. Second NOA Descr
Retrieved from the originator’s RPA.

Attribute 5
16. RPA Eff Date
Retrieved from the originator’s RPA.

Attribute 6
8. Employee Name
Retrieved from the originator’s RPA.

Attribute 7
13. NOA Family
Retrieved from the originator’s RPA.

Attribute 8
6. Request Number
Retrieved from the originator’s RPA.

Attribute 9
3. Organization 
Retrieved from the “to” position.

Attribute 10
26. Date Received
Date received in the region.

Attribute 11
17. Pay Plan
Retrieved from the originator’s RPA.

Attribute 12
18. Grade
Retrieved from the originator’s RPA.

Attribute 13
19. Occ Ser
Retrieved from the originator’s RPA.

Attribute 14
20. Step
Retrieved from the originator’s RPA.

Attribute 15
21. Prop Eff Date
Retrieved from the originator’s RPA.

Attribute 16
22. RPA Status
(?)

Attribute 17
23. Notepad
Yes/No, indicates if a note is attached.

Attribute 18
24. Coredoc
Yes/No, indicates if a Coredoc is attached.

Attribute 19
25. Resumix
Yes/No, indicates if a Resumix requisition has been initiated.

Attribute 20
29. Attr 20 (hidden)
Unknown.

Group Boxes

Introduction
Group boxes are inboxes that are shared by a number of users.  

Step 11 of the user ID checklist is used to assign a user to a groupbox.  This is normally done for many CPAC and CPOC users.  This step can also be done as part of the automated secure user build.

This section discusses:

· Groupbox naming conventions and relationship to productivity measurement.

· Setting up a groupbox.

· Adding user(s) to a groupbox.

Terms
The following terms are used in this section:

Term
Definition

Groupbox
A groupbox is a shared inbox that allows a group of people to share workload. Unlimited users can be assigned to a groupbox.  Users may be assigned to more than one group box.  When users access their civilian inbox, they will see all actions sent to their personal inbox as well as all actions sent to any groupboxes of which they are a member.

Groupbox concepts 
The concept of personal inboxes and groupboxes in modern DCPDS is substantially different than in the PPIs.  

· A personal inbox is created for each user ID (in conjunction with adding the user to a routing group); the personal inbox is not separately named.  

· Groupboxes, on the other hand, are independent of the user ID.  Users are added as “members” of the groupbox.

· When users route personnel actions, the routing screen allows them to elect to sent the action to a personal inbox, or to a groupbox; these are two separate lists on the routing screen.

· When users who are members of a groupbox access their personal inbox, they see all actions sent to their personal inbox as well as all actions sent to any groupbox of which they are a member (users do not have to log in separately to see groupbox actions).

Misrouted groupbox actions
Users can accidentally route an action to the first name on the list of groupboxes by forgetting to select the correct destination groupbox before clicking the <OK> button on the routing screen.

· If RPAs are misrouted to the wrong groupbox, the only way to retrieve the misrouted action is for a groupbox member to access the RPA and route it appropriately.

· CPOCs may want to set up a groupbox to which designated ISD staff belong, and that appears first on the list of inboxes so that actions accidentally mis-routed to the first groupbox on the list can be readily retrieved.

· To do this, you will need to create a groupbox named 00GROUPDONTUSE or 0GROUPTRASH or something similar; the leading zero will insure that this inbox will be the first on the list.

· Designated ISD staff should monitor this groupbox regularly to catch any mis-routed actions.

· CPOCs may want to set up a similar inbox to catch actions mis-routed to the first inbox on the list of inboxes (see Misrouted actions, p. 73).  However, if this is done, be sure to use a different name for the inbox (00DONTUSE or 0TRASHBOX).

Groupbox Naming Conventions

General  naming conventions
Groupboxes are often set up for each CPAC in a region, and for various teams within the CPOC who need to share incoming actions, or for which a central “receiving point” is needed.  Since the length of time that RPAs spend in a groupbox is an integral part of productivity tracking, the following naming conventions must be followed when creating:

· Groupbox names always end in a significant 4-character suffix that identifies the organization to which the groupbox belongs (for productivity tracking purposes).  See table below.  

· All groupboxes must be suffixed with a slash (/) followed by the routing indicator and inbox type (for productivity purposes).

· CPAC groupbox names must begin with “XYZ” to invoke a special system edit that will not allow actions to flow to that groupbox unless they have been “signed” by an authorizing official.

· RPAs that are returned without action from the CPOC are returned to the appropriate CPAC groupbox.

· Each CPOC will need to establish their own naming convention and groupbox schema as long as they conform to the routing indicator requirements for productivity measurement.  Examples of the naming conventions used in Pacific region are included in this section.

Routing identifier and type codes
The codes below are used in naming groupboxes (and personal inboxes for CPOC and CPAC staff) for productivity tracking.  

· See User IDs, page 38 for personal inbox naming conventions.  Personal inboxes use the same routing identifier codes shown below but do not use the “type code” (4th character) – all personal inboxes have an assumed type code of “N” (normal).

Inbox Category Description
Routing Identifier Code
Inbox Type Codes

(4th character)

CPOC classification 
COC
H=Hold

S=Suspense

D=Distribution

N=Normal

CPOC staffing (CONUS) 
COS


CPOC staffing (OCONUS)
COF


CPOC Processing
COP


CPOC HRD/Training
COH


CPAC (generalist or generic)
CPG
H=Hold

S=Suspense

D=Distribution

N=Normal

NAF groupbox names
If a groupbox is going to be used by NAF personnelists at a NAF CPU, the groupbox should be named as follows:  NAF-CPU-BENNING.  The CPU name (Benning in the example) will of course reflect the installation of the NAF CPU.

Recommended Inbox and Groupbox Structure

Recommended inbox-groupbox structure
The diagram below portrays the recommended structure of inboxes and groupboxes in a region.  Notes explaining the diagram follow.
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End users
End users outside of the civilian personnel community, e.g., managers, admin support, and resource managers, will generally use personal inboxes ending in the /MGR, /MGA, /RMM, or /RMB suffixes.  

· Some of these organizations may also desire to have groupboxes to which several or all of the members of the organization have access.  

CPACs
CPACs should generally have one (or more) groupboxes used as incoming distribution boxes (suffix /CPGD) so their customers can forward actions to one groupbox.

· More than one groupbox can be used to split the serviced activities if desired.

· CPAC staff members should have their own inboxes, but one or more will also need to be members of the CPAC distribution box(es). 

CPOCs
CPOCs should have group distribution boxes to receive incoming RPAs from the CPACs (suffix /COPD).  

· There should be one such box per serviced installation or activity, other logical method that reflects the CPOC servicing structure.  

· There should also be a staffing and a classification distribution box for each customer-focused branch or team.  Incoming actions can be routed to the correct branch or team groupbox depending on the type of action.

· Individual staffing and classification specialists, assistants, and clerks should also have their own inbox.  

Special purpose groupboxes
· An Awards groupbox is recommended (suffix /COP), at least one per CPOC, or one per serviced installation or activity, to receive incoming award actions from the CPACs.  This box can also be used for other simple actions that do not require specialist attention.  Actions can be worked directly from this groupbox (not routed to an individual’s inbox for processing).

· A groupbox for Army Benefits Center actions is needed for actions that need to be worked by ABC-C staff.  This groupbox should be named ABC-C_INBOX/CPOD and should receive these actions directly from the CPACs.  ABC-C staff will have access to this box to work the actions.  See Accounts for ABC-C Staff, p. 64.

· For Intern recruitment actions, three inboxes are needed at each CPOC (the ## in each name should reflect the two-character region designator): 

· A ##ACTEDS/MGR inbox for use by HQDA to initiate the RPA to hire interns in the region.  HQDA users will need external user accounts.

· A ##RECRUIT/MGR inbox for use by NCCPOC while they are recruiting for the intern(s).  NCCPOC users will need external user accounts.

· A ##HIRE/COSN groupbox for use by the CPOC to process the intern accession once recruitment is completed.

Creating a Groupbox and Adding Users

Creating a groupbox
Follow these steps to create a groupbox (illustration of a completed groupbox screen follows):

Step
Action

1
In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Routing Groups and Groupboxes.

2
When the Routing Group and Groupbox Details form appears, place your cursor in the Routing Group ‘Name’ field and push the [F7] key to enter query mode. Type your region’s Routing Group name and push the [F8] key to execute the query.

· Alternately, you can just push [F8] and [PgDn] or down arrow until you get to the correct routing group to which this groupbox is being added (most regions will only have one).

3
Place your cursor in the Groupbox ‘Name’ field and arrow down until the name field is blank (if there are already groupboxes established for this routing group), or use the “add record” icon (big green plus sign) to add a new record.  Type the name of the new Groupbox (maximum of 30 characters).  

4
Tab to the Display Name block and type the name you want ‘displayed’ for this Groupbox (up to 80 characters). 

5
Tab to the Description block and type an appropriate Description. 

6
Save your work and close the window to return to the Navigator, or continue with the process below (beginning with step 4) to add users to the groupbox. 

Adding user(s) to a groupbox
Follow these steps to add a user (or users) to a groupbox (illustration follows):

Step
Action

1
In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Routing Groups and Groupboxes.

2
When the ‘Routing Group and Groupbox Details’ form appears, click into the ‘Routing Group Name’ block and hit [F8], then push PgDn or down-arrow to select the region’s routing group.

3
Click in the ‘Groupbox Name’ block and use the down arrow key to select the appropriate Groupbox name (or use your [F7] and [F8] keys to query).

4
Place your cursor in the first available ‘User Name’ block under the ‘Groupbox Users’ area in the bottom-left section of the form (or use the green plus on the tool bar to insert a blank record).

5
Click on the LOV button and select the appropriate user ID from the list, then click <OK>. 

· Note that the system automatically includes the user’s RPA permissions from the employee record.  If desired, you can modify those permissions here – doing so will only affect the user’s RPA permissions for the groupbox, not for their personal inbox.

6
Save your work and close the window, or continue adding other users.

Illustration
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Removing a user from a groupbox
To remove a user from a groupbox, follow steps 1-3 above to retrieve the groupbox from which the user is to be deleted.  Then locate and click on the user to be deleted on the list of users, and click the delete record icon (big red X).  Save and close the window.

Special Purpose Groupboxes

Introduction
The modern DCPDS has several groupboxes that are used for specific purposes:

· WGIPERSONNEL, which receives the following:

· Update notices (notifications) that WGI and other automated actions have been processed through Suspense in the system.  

· Messages for failed/rejected automated actions.

· RPAs for WGIs or other actions that need to be checked (e.g., because of an intervening action).

· RPAs for any failed mass actions (awards, realignments).

· RPAs for termination of temporary appointment actions.

· The CAO groupbox, which is used to receive notifications that CAO records have been received.

· GHRWFADMIN (use unknown at this time).

These groupboxes are in addition to the regular groupboxes used for routing standard RPAs.  This section discusses these special purpose groupboxes.  Also see Recommended Inbox and Groupbox Structure, p. 79, for information about other special purpose groupboxes needed in each region.

The WGIPERSONNEL Groupbox

Description 
The modern DCPDS generates a number of personnel actions automatically, such as within-grade increases, conversions to career tenure, and terminations of temporary appointments, and has the capability to process a variety of different types of mass actions (e.g., pay adjustments, realignments, awards).  

· Oracle HR normally provides errors messages and transaction complete messages directly to the person inputting the information.  However, the system has no way of providing this information to an individual for system-generated or mass actions.  [These types of messages used to be provided to DCPDS users via the W0L transaction register.]  Modern DCPDS provides these messages to the WGIPERSONNEL groupbox.  In addition to messages (notifications), the WGIPERSONNEL groupbox also receives system-generated RPAs that could not be processed for one reason or another (e.g., a WGI RPA for an employee who has an intervening action).

· In order to process system-generated and mass actions, a WGIPERSONNEL groupbox must be established and the POID and certifying official must be registered.  This section discusses how to perform these actions.

Setting up to use the WGI Personnel groupbox
These steps are required to set up the system for using the WGI Personnel groupbox (these are one-time actions):

· Special user IDs are recommended for the WGIPERSONNEL groupbox.  CPOC staff who are assigned to monitor and clean out the WGIPERSONNEL box would then use those special user IDs; this will keep their personal inbox more manageable since all the actions and notifications in the WGI box will not appear there. 

· The groupbox itself needs to be created just like any other groupbox.  See Creating a Groupbox and Adding Users, page 81.

· The person who will be shown as the certifying official on automated actions needs to be identified and that person’s Position Working Title needs to be entered in the position record (to complete the signature block on the automated actions).  See Signature Blocks on NPAs (SF50s), page 101.

· The POI and its associated groupbox needs to be “registered” in the system and the automated action certifying official identified.  See Registering POIs and Automated Action Certifying Officials, page 86.

Defining the WGIPERSONNEL Groupbox

Creating the WGIPERSONNEL groupbox
Follow these steps to define (create) the WGIPERSONNEL box.  See illustration below.

Step
Action

1
In the CIVDOD SYSADMIN HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Routing Groups and Groupboxes.

2
Query your Routing Group:  [F7], type your routing group in the Routing Group Name field, [F8].

3
Click in Groupbox Name field and type the name WGIPERSONNEL.

4
Type an appropriate Display Name and Description for this groupbox.

5
Add groupbox user(s).  This will be the special user ID created to work this groupbox (recommended). [The user ID has to be created first.]

6
Save.

The WGI PERSONNEL groupbox screen
When creating a WGIPERSONNEL groupbox, the screen may look like this (in this example, the WGIPERSONNEL groupbox contains one user – CHECK.ACTION):
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Registering POIs and Automated Action Certifying Officials

POI registration and signature blocks
In order for the WGIPERSONNEL groupbox to operate, and for automated actions and mass actions to be processed with the appropriate signature block, you must “register” your Personnel Office Identifier (POID) and the Automated Action Certifying Official. 

· This is a one-time process (unless subsequent changes are required).

· The system will send update notifications and rejected RPAs to the identified groupbox and will enter the Approving Officer’s name, working title, and approval date on system-generated and mass actions.  

· You need to ensure that the Approving Officer’s working title has been updated in their position record; see Signature Blocks on NPAs (SF50s), page 101.

POIs for NAF CPUs
In addition to the POI established for the region, each NAF CPU has its own unique POI.  This allows suspense processes to be run for NAF users, and directs suspense output to the appropriate NAF CPU’s printer.  

· Generally, the POI used for the NAF CPU is the existing POI that was used at that installation prior to modernization.  The exception to this is the POI used for the installation where the CPOC is located (since the CPOC is already using that POI).  

· As with appropriated fund, each NAF POI must be registered and an automated action certifying official must be identified.  

· These POIs and certifying officials are set up during deployment or during NAF retrofit.  Should changes be required, use the same steps as are shown below.  There is, however, no need for a WGIPERSONNEL groupbox for the NAF POIs.

Registering the POID
Follow these steps to register the Personnel Office ID and identify the certifying official (illustration below).  Note:  you must have defined your WGIPERSONNEL groupbox prior to doing this.

Step
Action

1
In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Personnel Office ID Register.

2
In the Personnel Office Identifiers form, type in the Personnel Office ID and POI Description (you can use the LOV).

3
Place your cursor in the Groupbox Name field and click on the LOV button on the Top Menu Bar.

4
From the Groupboxes LOV, select the “WGIPERSONNEL” Groupbox and click OK.  NOTE:  this groupbox needs to be defined prior to registering the POI (see steps below).

5
The WGIPERSONNEL Groupbox populates into the Groupbox Name block in the Personnel Office Identifiers form.  

6
Place your cursor in the Approver's Full Name block and click on the LOV button on the Top Menu Bar.

7
When the Enter Reduction Criteria for Long-List box appears, type in part of the Approver's name followed by % (or just % if you don't know the name) and click OK.  

8
From the LOV, select the appropriate name and click OK. The Approver's name populates into the Personnel Office Identifiers form.  

9
Save.

Registering the POID screen
This is the screen used to register the POID:
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The CAO Groupbox

Purpose
One special groupbox needs to be established in each region which is used solely to receive CAO notifications to the CPOC that an employee’s record has been copied to the gaining region’s system. 

· CAO is the movement of an employee from one region to another, or from one DOD component to another.  

· CAO “requests” are prepared and submitted by CPOC personnelists when an employee from another region has been selected for employment at their region. Within the modern DCPDS system, these electronic requests obtain information from the losing region’s database and provide it to the gaining region.  When these records have arrived at the gaining CPOC, a notification is sent to the CAO groupbox as a flag that the transfer action can be completed. 

Setting up the CAO groupbox
Follow the groupbox instructions to establish the special groupbox named CAO (see Creating a Groupbox and Adding Users, page 81).  

Once the groupbox has been created, you will need to identify what user(s) will be assigned as members of this groupbox – or, alternately, you can create one unique user ID that any CPOC staff can use to check this groupbox (similar to using the CHECK.ACTION user ID for the WGIPERSONNEL groupbox – see Setting up to use the WGI Personnel groupbox, page 85).

GHRWFADMIN Box

Introduction
Each CPOC has a special groupbox called GHRWFADMIN (set up during deployment).  The actual purpose of this groupbox is unknown, however earlier documentation has indicated that this groupbox receives failed actions that Oracle HR does not know where to send, such as a projected action that was input by a user who has since left, or whose user ID has been end-dated. 

· At least one user ID should be made a member of this groupbox to monitor this box in the event that any actions or notifications are received, and this should be someone who accesses their inbox regularly.  

· Since this special groupbox is created in the CIVDODHR routing group, the person(s) assigned to monitor this groupbox must have access to this routing group in addition to their assignment to the standard regional routing group; see Assigning more than one routing group, page 71.

Routing Lists

Overview
Routing lists are pre-defined lists of personal inboxes and/or groupboxes that are used to route an RPA in a pre-defined sequence, e.g., from the RPA initiator to the resource manager to the approving official to the CPAC.  This section explains how to set up a routing list, and how a routing list operates.

· There are problems associated with routing lists, e.g., it is easy for these lists to get out of date when people leave, resulting in RPAs being routed to inboxes of people who are no longer there.  Some regions are electing not to use them.

· Caution:  The top line on the Routing List window contains the routing group in which the routing list will be created.  Although this record cannot be deleted if there are any records associated with it, be careful not to inadvertently delete it. 

· Note:  Routing lists are found on the standard manager or supervisor menu (or the CIVDOD MANAGER responsibility).  CPOCs may want to delete this selection from managers’ menus, to prevent inadvertent deletions per the caution above, or to prevent end users from creating routing lists if the region does not wish to use them.  See Excluding menus and functions, page 53.

Creating a Routing List
Follow these steps to create a routing list: 

Step
Action

1
In the US Federal HR Manager responsibility, navigate to Federal Maintenance Forms ( Routing Lists.  



2
When the ‘Routing Group and Routing List Details’ form appears, click in the ‘Routing Group Name’ block and hit  [F8], then select your region’s default routing group.

3
Place your cursor in the ‘Name’ block of the ‘Routing List Name’ area and type a name for your new Routing List.

4
Click in the box (place an X there) if this is to be your Primary Routing List.  This is optional.  Only one primary routing list can be established per region.

5
In the ‘Routing List Members’ area, input a sequence number for your first entry (sequence can be changed later, if necessary).

Note:  Don’t start with the number 1.  It makes changing the sequence later more difficult.  Instead, start with 5 and go up in steps of 5 from there.  The RPA will be routed first to the person with the lowest sequence number.  

6
Click in the ‘User Name’ or ‘Groupbox’ blocks, and select a User or Groupbox from the LOV.  

7
Continue adding Users and Groupboxes until the Routing List is complete.

8
Save your work and close the window to return to the navigator.

Routing list screen
This is what a typical routing list screen might look like:
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Using a routing list
“Routing Lists” is one of the routing options on the Routing window when you save an RPA.  

· If you are initiating the RPA, you can route it using the routing list by selecting that option on the routing window, and selecting the routing list to be used.

· If you receive an RPA that is being routed via a routing list, when you save the RPA, a decision window displays:  “Routing list ___ is currently being used.  Do you wish to continue with this list?  <Yes> <No>”.  If you select <Yes>, the RPA will be routed to the next destination on the list.  If you select <No>, the regular routing window will display and you can route the RPA normally.

Event Tracking and Productivity Measurement

Overview
The modern DCPDS provides a productivity measurement system (CIVPRO) with the capability of recording and storing data about key events that occur in the process of filling jobs, such as classification review of the position, job offer made, certificate issued, etc.  The events and their related time frames are recorded for individual personnel actions (RPAs).  Productivity reports based on this data are available from the CSU Application, and ad hoc productivity reports can be created using the Business Objects application.   

This section discusses systems administration support for the productivity module, including:

· Actions required to use the productivity module,

· How to add, change, or delete local event codes, and 

· How to turn productivity edits on or off.

Reference
The productivity measurement system is described in detail in the Army SOP, which will be available on CPOL (References ( Modernization ( Other Topics ( Productivity).  This SOP includes the list of standard event codes, edits, and other information. 

Setting up to use Productivity Measurement 
There are some actions that need to be set up before using the productivity module:

· To be effective, productivity reporting requires the use of specific inbox naming conventions.  Both personal inboxes (based on the user ID) and groupboxes must have a significant suffix, such as “/MGR” or “/COS” (representing a manager inbox and a CPOC staffing inbox or groupbox, respectively).  See Naming conventions, page 28 (secure user ID), Naming conventions , page 38 (user IDs), and Groupbox Naming Conventions, page 78 (groupboxes).

· The initial table of productivity event codes and descriptions is built in each region’s system during deployment. 

· Productivity edits are designed to make productivity data more reliable, and are turned on during deployment. 

Note to Army users
The productivity measurement features in modern DCPDS were designed by and for the Department of the Army to meet their productivity reporting requirements.  Therefore, Army users do not have an option when it comes to using the productivity tools in modern DCPDS.  

· CPOCs must keep productivity edits “ON” (with a few exceptions – see Turning edits on and off, page 96). 

· CPOCs are NOT allowed to modify the standard event codes, and completeness edits require them to use the approved event codes.

· CPOCs can, however, add event codes as needed.  These are called “local codes” and they must begin with the letter “L”.  See Adding, Changing, or Deleting Event Codes, page 93.

Types of actions
Productivity is measured for all types of personnel actions to show how long it takes to process an action and to show the timeliness of various steps, e.g., how long an action spent in the personnel office, in the manager’s inbox, etc.  However, the event tracking component of productivity measurement is applicable primarily to fill actions.  “Fill actions” always include actions in the “Appointment” family but can also include other types of actions if they are used to fill a vacant job (e.g., a promotion). 

· A special event code (G07000) is added to the event history of an RPA if the RPA is used to fill a job but is not part of the “Appointment” family of actions.  

Adding, Changing, or Deleting Event Codes 

Who does it
Establishment of new event codes should be centrally controlled and coordinated within the CPOC.  Need for new codes will normally come out of the Classification or Staffing divisions, but the actual update to the event code table will normally be done by ISD.

· For Army users, modifying and/or deleting codes is only applicable to local codes that have been added to the table.  No changes are to be made to the standard event codes.

Event codes
Events are of two types:  standard and local. Codes must be at least 6 characters long.  

Standard events fall into one of three categories:

· General (event codes beginning with “G”) for miscellaneous events.

· Classification (event codes beginning with “C”) for events specific to the Position Classification function.

· Staffing (event codes beginning with “S”) for events specific to the Staffing function.

Local events should begin with the letter “L”.  The second letter of local event codes can be G, C, or S (as above).  Example:  LS2000.

The table of standard event codes can be found in the SOP. Army users can add event codes but cannot make changes to the standard event codes.  Other (non-Army) sites can modify (add, modify, or delete) standard event codes.  Any changes to the event codes are effective for the entire site (region).

Changing the event code table
Follow these steps to add, change, or delete event codes:

Step
Action

1
Using the US Federal HR Manager responsibility, navigate to Federal Maintenance Forms ( Events.

2
To add a new event, complete the entries on the screen using the illustration below as an example. Descriptions of the fields on the event screen follow.
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3
To modify an event, push [F7] to begin a query, type in some or all of the event code to be modified, and push [F8] to run the query.

· Once you have retrieved the correct event, make the changes.

4
To delete an event, query as above, then add an end date to the event using the “Date To” field at the bottom of the screen.  Alternately, you can use the “Delete Record” icon (big red X) to delete an event code, but only if it has not been used on any RPAs.  

5
When you are done with any of these actions, save and exit.

Event fields
The fields on the Enter and Maintain Events screen are described here:

· Code: use an appropriate code (see “Event Codes,” above).

· Description: use UPPER CASE, limit to 40 characters or less.

· Start Date Description. use UPPER CASE.  Should be 40 characters or less and should contain a verb. For events with only one date, this should be the action associated with the event (e.g., PERSONNEL ACTION REVIEWED). For events with two dates, this describes the action that begins the event (e.g., REVIEW INITIATED).

· End Date Description. Use UPPER CASE. Should be 40 characters or less and should contain  a verb. For events with only one date, leave this field blank. For events with two dates, this describes the action that ends the event (e.g., REVIEW COMPLETED).

· Category Code: select General, Classification, or Staffing. (A change request has been submitted to add “Local” and “Exclusion” to the categories.)

· Standard Completion Time: leave blank.

· Date From: used to make the event accessible starting at a particular date (normally blank).

· Date To: used to “end date” the event – making it non-accessible after a specified date. This provides an alternative to deleting an event code record.

· Enabled: checked.

Illustration
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Productivity Edits

Purpose
Productivity edits are available to help insure that event tracking data is accurate and reliable.  Use of these edits is mandatory for Army users (optional for non-Army users).  

· ## However, when processing mass realignments, the systems administrator will need to turn off (deactivate) the edits temporarily to allow the actions to process without getting errors from the edits.  The edits only need to be turned off during the actual processing of the mass realignment (usually at night during suspense processing).

Description of edits
The complete list of edits used with the productivity system are contained in the Army SOP.  Productivity edits are invoked whenever the “Update HR” function is performed at the CPOC.  Two types of edits are used:

· Mandatory edits: These edits must be corrected before the database can be updated.  A message is provided for each edit that fails.  The user may make the correction immediately or at a later time, then try to update HR again.

· Warning edits: These edits are provided as a user notification but will not block the action from updating the database.  A message is displayed for each warning edit that fails, giving the user the option of continuing to process the action, or stopping the update HR process in order to make a change to the event data. 
If no edits fail, the action will update the database normally.  

Turning edits on and off
The productivity edits can be turned on or off for the entire site.  For Army users, these edits should normally be left on; however, they need to be disabled temporarily when processing a mass realignment.  Follow these steps to turn the edits off or on:

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Use Productivity Process.

2
On the “Use Productivity Process” window, use the LOV to select your region (component and region code).

3
Select “Y” or “N” for the “Use” field (Y turns the edits on, N turns them off)..

4
Save and exit.

Illustration
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RPA Numbering

Overview
The RPA number is a 20-character system-assigned tracking number assigned to each RPA generated within a region.  

· Nine of the 20 characters of the RPA number are “flexible” – they can be defined for a user.

· This “flexible” part of an RPA number can be used to identify the originating source of an RPA.

· Army has adopted a naming convention for RPAs (described below).  This naming scheme needs to be added to users’ profiles.

When used
Step 10 of the user ID checklist sets up the user’s RPA number.  This step is required for all users who initiate RPAs.

· This step is included in the automated secure user build process so does not need to be performed for user IDs created with the automated process.

· Note:  It will be readily apparent if users do not have an RPA smart number, since the RPA number for these users will be substantially shorter than other RPA numbers and they will “stick out” in other users’ inboxes.  These should be reported for correction.

RPA naming convention
Within Army, the following naming conventions for the “flexible” part of the RPA number have been adopted (characters 1-5 and 15-20 are system generated):

· Characters 1-2:  year (00).

· Char 3-5:  month (Jul).

· Char 6:  CPOC (region) designator (see list below) – REQUIRED for productivity tracking.

· Char 7-8:  CPO ID (indicates servicing CPAC) – REQUIRED for productivity tracking.

· Char 9-14:  UIC or other logical indicator to designate the originating organization (to be determined by the CPOC). Must contain at least one character.  Note: it may be possible to include up to 11 characters in this segment of the RPA number (without truncation).

· Char 15-20:  system generated (sequence) number.

Example:  00JUL5EWW1KCAA000349.

Region codes:

0 = Europe



5 = Pacific

1 = Korea



6 = South Central

2 = National Capital 


7 = Southeast

3 = North Central


8 = Southwest

4 = Northeast



9 = West

RPA number for CPOC users
The following naming convention is used for CPOC users who initiate RPAs:

5C5_CPOC, where “5” is the region code and “C5” is the designator for the region CPOC (“5” is again the region code). 

RPA number for Intern recruitment
RPAs for ACTEDS intern recruitment are initiated out of HQDA for each region and recruitment is conducted by NCCPOC (see ##).  (## is this just for recruitment, or for other actions as well?)  These are external users in each region.  The RPA smart number for these users should be set up as follows:  #INXXIN00, where:

· # is the region code (see above).

· XX is the 2-character region identifier (e.g., NC, SW).

RPA number for NAF users
The RPA number for NAF users will be constructed as follows:  #NAFCP, where:

· # is the region code (see above) (1 char).

· NAF is hard coded (3 char).

· CP is the appropriate installation code (CPO ID) (2 char).

Process
Follow these steps to add a smart number for a user:

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.  

2
Click the User checkbox and place your cursor in the large User field to the right.  

3
Click on the LOV button on the Top Menu Bar and select the appropriate User from the list.  Either scroll down or use the Find function to locate the appropriate User.  Highlight it and click OK.

4
In the Profile field at the bottom of the Find System Profile Values form, type Civilian RPA% and click on the Find button.

Note:  You could also set a specific RPA Number at the Responsibility level (rather than the user level) if so desired.  

5
When the System Profile Values form appears, enter an appropriate RPA Request Number under the User column. 

Note:  The entry in the Site block is the default for all Users and all Responsibilities.  Entries for a specific Application, Responsibility or User will override the Site default.  

6
Save and close the window.

Illustration
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Signature Blocks on NPAs (SF50s)

Overview
Step 3 of the user ID checklist adds a position working title for a user (usually a personnelist) whose signature block is printed on Notifications of Personnel Action (NPAs, or SF50s).  The data element “Position Working Title” is part of the position build and may have already been completed.  If so you can skip this step.  Note: the person who “updates HR” is the one whose signature block is printed on the NPA.

· CPOCs may elect to use a generic title such as “Authorizing Official,” and to add this to the position records of all CPOC employees. This will eliminate future maintenance requirements if employees move to different positions within the CPOC.

· This same process is used to establish the appropriate signature block for the certifying official whose signature block will be printed on system-generated actions (such as WGIs).  See Setting up to use the WGI Personnel groupbox, page 85.

· For external users, this process was included in step 1 of the user ID checklist; therefore, for external users you can skip this step (the process described in this section will not work for external users).

· You will need to know (it is helpful to know) the user’s position sequence number to perform this operation.  

Process
Follow these steps to enter the position working title:

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Work Structures ( Position ( Description.  

2
Push [F7] to initiate a query for the position number.  In the position number block, enter a query for the position sequence number, as follows:  %.%.(sequence number)%, then push [F8] to run the query and retrieve the position.

3
Click the <Others> button, then select “Army Appropriated” from the Navigation Options window.  

4
Click on (select) the “US Government Position Group 1” DDF, then click in the “Details” area to display the flexfield window.

6
Scroll down to the “Position Working Title” data element and type in the position title (upper case) as it is to appear in the signature block of the SF50.  

7
Click <OK> to close the window, save, then close both the Extra Information and the Position windows to return to the navigator.

Local Suspenses

Overview
CPOCs can maintain local suspenses in modern DCPDS, if desired.  These allow the CPOC to monitor dated items that are not otherwise tracked.

· Each employee record has room for five 2-character suspense codes (and corresponding dates), and three 1-character contingency codes (and corresponding) dates.

· Tickler notices (report name LOCSP) are produced during normal end of day suspense processing when suspense and contingency dates are reached or expired.  Note, however, that these notices cover the first two suspenses only (not the entire 5 suspense and 3 contingency codes that are allowed in the record). CPOCs will need to make other provisions to track other suspense and contingency codes.

· The CPOC needs to maintain its own table of suspense and contingency codes used, and their meaning.  No table is maintained within Oracle HR for these codes.

· The CPOC also needs to “manually” maintain these codes, i.e., removing them from records when they are no longer applicable.

Process
Follow these steps to document local suspenses (add a new suspense or delete or change an existing one):

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility (or any personnelist responsibility), select People ( Enter and maintain from the navigator.  

2
On the “Find Person” window, type in part or all of the employee’s last name (not case sensitive), and push [Enter] or <Find>.

3
If there is only one matching record, it will be retrieved and displayed on the “People” screen.  If a list of matching names displays, select the correct name and push <OK> to retrieve the record.

4
Click the <Extra Information> button at the bottom of the screen.

5
On the Extra Information window, push [F7] to initiate a query, type Pers% (case sensitive), and push [F8] to run the query to locate the Personal Contingency Area DDF.  Click in the Details area to display the flexfield window:
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6
Add or delete suspense and contingency codes and dates as needed on the flexfield.  When done, click <OK> to close the window.

7
Save, then close the Extra Information window to return to the People window

8
Close the “People” window to return to the navigator.

Quick Codes and Central Tables

Overview
This section explains how to display the Quick Codes window which displays tables used in modern DCPDS as well as their central table equivalent from legacy DCPDS.  This is strictly a look-up function.  

Accessing the Quick Codes window
Follow these steps to access the Quick Codes window:

Step
Action

1
Using the US Federal HR Manager responsibility, navigate to Other Definitions ( Quick Code Values ( <Open>.  The Quick Codes Window displays.

2
Begin a query using [F7] (or push [F8] for all tables and page through them).  You can query on any of the top fields, e.g.:

· Type:  Oracle table name (in Oracle)

· Description:  To query for a Central Table number (from legacy DCPDS), enter “CENTRAL TABLE ###”.

· Access Level

Use “%” as a wildcard.  Push [F8] to run the query.

3
If applicable, Central Table name displays in the Description data field:
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Part 3: Processes and Reports

Introduction
Processes and Reports enable the CPOC ISD to set up end-of-day processes and run modern DCPDS reports that support the Human Resources mission.  Typically, these reports and processes are run at night (end-of-day) in order to make efficient use of system resources. 

This section discusses these processes and reports and process logs.  It covers:

· Requesting a one-time report to be run immediately (typically done by most modern DCPDS users). 

· Checking on the progress of a report by a user.

· Setting up a recurring report.

· Monitoring region-wide report requests (Concurrent Request Summary).

· Scheduled, recurring reports and processes that are needed.

· Output products (“RIPs”) from suspense processing.

· Process logs. 

Terms
The following terms are used in this section:

Term
Definition

Request
To run processes and reports, users initiate a request.   Requests can be either single requests or “sets.”

Request sets
A group of requests that are run together.

Concurrent request
Same as “request” – so-called since Oracle runs reports and processes at the same time as other jobs are performed (concurrently). 

Parameter
A request variable that can be changed each time a request is run.  For example, the name of the employee for whom you are running a Notification of Personnel Action is one of the parameters of the NPA.

Responsibility (“hat”)
A view capability assigned to a user by the systems administrator.  The responsibility dictates the types of processes and reports to which a user has access.  

Recurring requests
Requests that are set up to run repeatedly at set intervals (every day, every week, etc.).

Concurrent processing
Modern DCPDS runs reports and processes at the same time as other system operations are being performed (e.g., regular use by users).  This is called concurrent processing (unlike legacy DCPDS, when end-of-day processes were run after the system was shut down for regular operations).

Delivery Set
A request set that allows delivery to a user’s printer or email address.

Cautions
Be careful when running Processes and Reports.  Processes use the server’s processing resources and can seriously bog down the system.  Reports can tie up printers and waste paper.  Some reports are extremely long (the Concurrent Programs report can be about 1000 pages; the Menu report and the Enabled Concurrent Programs report are also very long).  Once printing has begun, a print job cannot be stopped from within the Modern System, and turning off the printer only starts the job over again. The UNIX System Administrator has to stop print jobs.  

Running a Report or Process (one time)

Requesting a report
This section explains how to set up a single report to run one time.  A similar procedure, using the same window, is used to set up recurring reports (see Setting up a recurring request, page 109).  The Notification of Personnel Action (NPA) is used as an example.  See illustration following the table.

Step
Action

1
In the CIVDOD PERSONNELIST responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
The Type block in the upper left of the form defaults to Request.  

3
Place your cursor in the Name block on the form and type the letter “N” and hit the [Tab] key.

4
On the list of matching reports that displays, select Notification of Personnel Action (not the one that says “(demo NPA)”).

5
When the Parameters window appears, type as much of the employee’s name as you know and hit the [Tab] key.  A window will appear that lists the names matching your selection.  Select the employee and the NPA you want printed from the pick list presented.

6
Once you have selected the employee’s NPA you want printed, the Parameters window reappears.  Note that the default selection for printing the front and back page of the NPA are yes and no respectively.  Complete these other parameters as desired.  Once you have completed the parameter window options, click <OK>.

7
Note the default settings of the form once you have selected the NPA you want printed and have completed the parameters window:

· Number of copies: 1.  If you only want to view the NPA on your screen, or print it through Ghostview, you can change the copies to 0 and ignore the style and printer entries.
· Print Options area: If you have a default printer, it will display in the printer area.  If you wanted to select a different printer for your product to print to, select that printer from the LOV. 

· By leaving the check mark in the Save Output item, your report will be saved so you can print or view this same NPA without going through the whole process again.

· The Run Options area of the form defaults to never.  This will only be changed when setting up a recurring request such as an end-of-day process (discussed later in this section). 

8
Click the <Submit> button to submit this request.

9
The Submission History area at the bottom of the form populates with information about your request.  Note the Request ID number for future reference.

The request screen
This is the request screen, filled out for a single Notification of Personnel Action to be run one time:
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Checking Request Status and Viewing the Report

Overview
Once a request (for a report or process) has been submitted, you can check it to see its progress (pending, running, or completed), and view the output on screen. 

· This process is used for an individual user to check on a request submitted by that user.  

· For users who print exclusively through Ghostview (most users outside of CPACs and CPOCs), this process is the way they will invoke Ghostview to view or print the report.

· To check on any or all requests submitted in the CPOC, see Accessing the Concurrent Requests Summary, page 110.

Checking request status
Follow these steps to check on the progress of a report or process once you have submitted it, and to view the report on screen (illustration below):

Step
Action

1
From the top menu bar, select Help ( View My Requests.

2
On the Requests window, the most recent of your requests will be at the top.  

· The “Status” column indicates if the report is pending, running, or completed.  If the report is not completed, use the [F8] key to refresh the screen.

· Any error conditions that occur will be indicated here.  The <Diagnostics> and <Request Log> buttons will often provide additional information about an error.  A common error that will occur (and that can be ignored) is when a user is going to print through Ghostview but neglects to change the number of copies to 0.  In this case, the report will be sent to the site default (dummy) printer, which does not exist on the server.

3
When the report is completed, it will print on the designated printer.  

· To view the report, click the <Report> button.  For some reports (including the NPA), Ghostview will launch and display the report; you can then print from within Ghostview by selecting File ( Print .  Note:  you cannot view the report if you did not “Save Output” on the original request.

View My Requests screen
This is the “View My Requests” screen:
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Recurring Requests

Setting up a recurring request
This section explains how to set up a report or process to run at set intervals.  

In the example, a report is being set up to run once a week. 

Step
Action

1
In the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Requests ( Run. 

2
Select the report or process you want to run on a recurring basis.

3
In the Resubmit block of the Run Options area, select “Interval” from the drop down list.  

4
A block will display in the middle of the form with “1 Day(s)” displayed.  To the right of it will be two other blocks saying “From” and “End Resubmission”.  

5
Modify these fields to meet your needs.  In this case, to run once a week, you would set the request to run at 0700, every 7 days from ‘”Start” of the last time you ran the request. 
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Options:  

· You can set the Interval in Minutes, Hours, Days, or Months.  

· You can use the LOV when setting the “To Start” time – in this case the LOV contains both the calendar and a clock function so you can indicate the starting time as well as the date.

· You can set the request to run from Start of the previous request (recommended so that the request starts at the same time each run).

· You can enter an End Resubmission date, if this were a request you wanted to run repeatedly, but only for a temporary period of time.  

6
Press the <Submit> button.  Your request is now scheduled to run as a recurring request.  Note: when viewing requests on the Concurrent Requests Summary window (described in the next section), only the next scheduled run of a recurring request will be displayed.

Concurrent Requests Summary

Purpose
The Concurrent Requests Summary window allows the systems administrator to view all concurrent requests that have been submitted – pending, scheduled, or completed.  

· This is different from using the Help ( View My Requests function described in the previous section since it shows all requests from all users.  Also, it does not provide access to the completed reports.

· From the Concurrent Requests window, you can modify or cancel reports that have not yet run.

Accessing the Concurrent Requests Summary
Access the Concurrent Requests Summary window as follows:

Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Concurrent ( Requests.

Contents of Summary Window
The Concurrent Requests Summary screen is shown below.  The right hand region of the window can be changed (using the blue drop-down menu, or by tabbing) to provide additional details about each request – date and time requested and executed, etc. 

· To populate the window (it is empty when first opened), push [F8] (or set up a query if desired – see below).

· Requests are listed sequentially with the most recent at the top of the list.

· Requests drop off the list periodically when old requests are purged; see Purge Concurrent Requests, page 122.

· The Concurrent Requests Summary data can be exported (to a text file for use in a database or spreadsheet), if needed for analysis or other purposes.  This is done by selecting Action ( Export from the top line menu (also see the User Guide, module 1, chapter 7 for further instructions).

Concurrent Requests Summary window
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Querying concurrent requests
You can run queries on any of the fields on the Concurrent Requests Summary window, for example to find reports that are pending, scheduled to run later, have warning messages, were run by a particular user, etc.  Queries are set up the same as in any other Oracle window:  push [F7], enter the query criteria in the appropriate block(s), and push [F8].  

· For query purposes, the following values are used in the “Phase” block:  Pending, Running, Completed, Inactive.

· The following values are used in the “Status” block:  Normal, Scheduled, Completed, Warning, Error, On Hold, Cancelled [sic], No Manager.

Actions available
The following actions can be performed on the Concurrent Requests Summary window. You must SAVE in order to effect any changes you make.
· <Cancel Request> cancels the selected request (only available for requests that have not yet run).

· <Hold Request> puts the selected report in a hold status (only available for requests that have not yet run).

· <Open> displays a detail window about the request (see below).

· <Resubmit> -- this button does not seem to work, however, you can re-submit a report by selecting “Resubmission” from the blue drop-down menu, or from the detail window, then setting up the resubmission parameters.  

Concurrent Request detail window
This window displays when you click the <Open> button on the summary window; it displays all the information available on the summary window but for just the selected report:
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Scheduled Processes and Reports

Scheduling processes and reports
Certain processes and reports need to be scheduled and run periodically. These processes and reports are listed in this section.

· The processing schedule for the region is set up during deployment, although occasional changes or adjustments may be required.

· This schedule should be published to allow for database maintenance when required.

· Typically, most daily processes are set up to run at night for more efficient use of system resources and to avoid performance degradation during normal working hours.  Regions who service customers in different time zones need to schedule these processes carefully to avoid disruption during regular operating hours in different time zones. 

Printed output from suspense routines
For suspense-type reports, you will want to have a system printer identified.  

· This is not the region default printer discussed in Site Default Printer, page 139, which is a “dummy” printer for users who do not have a registered printer. 

· For the Batch Print Notifications of Personnel Actions report, you may want to set this up to print in the OPF filing room.

· ## Re-directing suspense output ?? Pacific program?  Army request to disable certain processes and reports?

User ID for suspense processes
The CPOC may want to set up one or more separate user IDs that will be used exclusively to set up processes and reports.  

· Pacific CPOC has also used a separate user ID for each of their CPACs (AK.SUSPENSE, HI.SUSPENSE, etc.) so that reports can be printed separately for each of those CPACs and/or printed on different printers (the default printer for these user IDs is the registered printer at the CPAC). 

Suspense processing for NAF
## 

user ID(s), run for each POI, printer(s), name(s) of reports

Recurring Processes Checklist
The following table lists the processes that need to be run periodically.  More detailed information and instructions for these reports and processes are provided in the following sections.

Name
Description
Interval

Suspense
Generates automatic personnel actions using expiration dates and due dates within the system and produces the RIP requests.
Daily

Futures
Generates NPAs for projected actions (future dated NPAs) and actions created from Suspense.
Daily

Batch Print NPAs
Prints NPAs generated via the Suspense/ Futures processes. 
Daily

Auto WGI
Generates RPAs for Within Grade Increases.
Weekly

Security List Maintenance (LISTGEN)
Maintains the lists of organizations, positions, employees and applicants security profile holders can access.  
Daily or more often

CAO Batch Process
Flows information between Regions when employees are hired in another Region. 
Daily

Payroll Rejects (PAYNEW)
PAYNEW provides information about actions that reject at Payroll so the CPOC can correct the action. 
Daily

Purge Requests
Deletes reports that have already been run in order to prevent filling up filing systems on the file server.  
Daily

Suspense

Suspense
Initiate the Suspense Process and Generate Reports (“Suspense”) is a process that checks aging data and sets up process; it does not consummate an action which requires a Request for Personnel Action (RPA).  This report should be run daily. 

· Suspense processing generates a large number of reports, some of which may not be needed or wanted.  See Reports generated during Suspense, page 124, for a list of common reports generated during suspense processing, and Disabling Suspense Reports, page 125, for instructions on disabling suspense reports that are not wanted. 

Step
Action

1
In the CIVDOD SYSADMIN HR MGR responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
Change the Type block in the upper left of the form to Set.  

3
In the Name block on the form, click the List of Values (LOV) button on the menu bar and select “Initiate the Suspense process and generate reports” and click on the <OK> button.

5
There are two “parameters” blocks for this process. Click in the Parameters block next to the Name Initiate the Suspense…  to display the first parameters form. The date you enter in the Process Date should be the date of the data to be processed; not the date you want the process to start.

6
Type YES next to Whole Region.
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7
Click in the second Parameters block (next to the Name Generate Suspense R…) to display the second Parameters form, which will automatically populate with the same process date. Click on <OK>.

8
In the Run Options section of the form, change the “Resubmit” option to “Interval” and change the “From” option to “Start” (from “Completion”).  Then place your cursor in the To Start block and set the date and time you want the process to start:
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9
Click on <Submit> button. 

Futures

Futures
Initiate Process Future Dated SF52 Due for Processing consummates projected actions (creates NPAs for actions that were updated with a future effective date) and actions created from Suspense.  Note, despite the name “futures,” this process applies to actions that are effective on or before the date the process is run (not future dates). It should be set up to run after Suspense.

Step
Action

1
In the CIVDOD SYSADMIN HR MGR responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
The Type block in the upper left of the form defaults to Request.  

3
Place your cursor in the Name block on the form and click the List of Values (LOV) button on the menu bar.

4
Select “Initiate Process Future Dated SF52 Due for Processing” from the LOV and click <OK>.

5
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for futures to run (set the time so it starts after Suspense runs).  Change the resubmit option to “Interval” and set the interval to every (1) day from start:
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6
Click the <Submit> button.  

Batch Print Notification of Personnel Action

Batch Print Notification of Personnel Action
Use this request to print NPAs generated via the Suspense/Futures processes.  This request can also be used by other users to batch print NPAs.  

· When regular users are running this request (e.g., at a CPAC or activity to print NPAs effected during a pay period), they need to limit the request using one or more of the parameters available: Employee Name, NOA Code, Personnel Office ID, Organization (not currently working), From Effective Date, To Effective Date, etc. 

· When setting this up to run as part of the overnight processing, set only the “Reprint Printed SF50s” parameter to No.  If you are setting this up to print SF50s for filing in OPFs, you may want to select a printer that is convenient to the OPF filing room.

· CPOC staff should not print SF50s when they process actions with future effective dates; this will insure that the OPF copies are printed during the nightly run.

· When the CPOC staff processes actions with a past effective date, they should be instructed to print the SF50 at the appropriate printer for the OPF filing room (actions with past effective dates are not picked up during the batch print process).

When setting up Batch Print for overnight processes, follow these steps:

Step
Action

1
In the CIVDOD SYSADM HR MGR responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
The Type block in the upper left of the form defaults to Request.  

3
In the “Name” field, use the LOV to select “Batch Print Notification of Personnel Action” and click <OK>.  

CAUTION:  do not press the [Enter] key until you have completed the parameters window – without limiting parameters, it will start the system printing every NPA that is in the system.

4
On the Parameters window that displays (illustration below), make sure the “Resubmit Printed SF50s” parameter is set to “No,” then click <OK>. This is the only parameter you need to set for overnight processing. 

· You can optionally change the “Back Page” parameter to “Yes” if you want the reverse side of the NPA to print (this is the “Information to Employees” part of the SF50).
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5
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for this report to run (set the time so it starts after Suspense and Futures have run).  Change the resubmit option to “Interval” and set the interval to every (1) day from start:
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6
Click on <Submit>.

Automatic WGI Process

WGI Processing
This process generates NPAs for within grade increases, 90 days prior to the due date. It is set up to run at 7-day intervals every Saturday and should not need to be touched after setting up during deployment.

Step
Action

1
In the CIVDOD SYSADM HR MGR responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
The Type block in the upper left of the form defaults to Request.  

3
In the Name block, click the LOV and select “Start Automatic WGI Process,” then click <OK>.

4
In the Parameter box type in your 4-character POI value (or select from the LOV) and click <OK>.
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5
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for this report to run.  Change the resubmit option to “Interval” and set the interval to every 7 days from start.

6
Click <Submit>.

Security List Maintenance

Security List Maintenance (LISTGEN)
Security List Maintenance (also called LISTGEN) updates security lists used by forms and reports to restrict user access. It maintains lists of organizations, positions, employees and applicants security profile holders can access so that the systems does not have to search the entire database when responding to a query.

Security List Maintenance brings with it an inherent problem.  LISTGEN must be run to secure any updates done in the system since the last execution of LISTGEN.  This means until LISTGEN is executed again, any updates to positions or accessions of new records, etc., may not be viewable by users who should have access to them.

You should run the Security List Maintenance whenever you have built a secure user ID (step 8 of the user ID checklist), but also need to run it to properly secure new positions or employees whose records have been added during the workday.

Follow these steps to run Security List Maintenance:

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
Click in the “Name” field and push the LOV.

3
Select “Security List Maintenance” from the LOV and click <OK>.

4
Complete the Parameters window as follows:

· Enter the current date using (DD-Mon-YYYY format), or leave the date blank if you are setting up for recurring daily runs.

· To run for a specific secure user ID, enter the secure user ID in the “Security Profile” block, e.g., SECUREVIEW0042 (note: this is the secure user ID itself, not the responsibility created from a secure user ID).  You can use the LOV.

· To run for the whole region (which should be done at least once daily), leave the “Security Profile” block blank.

5
Click <OK>.

6
In the Print Options area, change the number of copies to zero (this is a process, no output is created).  

7
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for this process to run (set the time so it starts after Suspense and Futures have run).  Change the resubmit option to “Interval” and set the interval to every (1) day from start:
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8
Click <Submit>.

CAO Batch Process

CAO Processing
This process flows information between regions when employees are being hired in another region.  This should be set to run at least once a day, as follows:

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
Click in the “Name” field and push the LOV.

3
Select “CAO Batch Process” from the LOV and click <OK>.  No parameters are used for this process.

4
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for this report to run.  Change the resubmit option to “Interval” and set the interval to every (1) day from start:
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5
Click <Submit>.

Payroll Rejects (PAYNEW)

Payroll Rejects 
When the payroll flow processes into the Payroll system with its edits, RIP PAYNEW is generated if an action rejects at Payroll.  PAYNEW provides information about the action that rejected at Payroll so the CPOC can correct the action. 

A related payroll report that lists payroll reverse interface rejects (UPDRJ) – i.e., transactions that could not update in the HR system – generates at the CPOC and is discussed in the following section.

Follow these steps to set up the payroll reject process.  It should be set to run daily.

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Processes and Reports ( Submit Processes and Reports.  

2
Click in the “Name” field and push the LOV.

3
Select “Payroll Reject (PAYNEW)” from the LOV and click <OK>.

4
To set this up for recurring runs, leave the entries on the parameters window blank.

5
Click in the “To Start” block of the Run Options section of the form and select the correct date and time for this report to run.  Change the resubmit option to “Interval” and set the interval to every (1) day from start:
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6
Click <Submit>.

Payroll Reverse Interface

Overview
A user ID named INTERFACE needs to be established to receive the Payroll Reverse Interface Reports, and a default printer (for this user) must be set up. 

· When creating the user ID, you do not need to associate it with an employee in the database (no routing group or RPA permissions are required).  Include the following responsibilities:  CIVDOD SYSADM HR MANAGER and CIVDOD REPORTS.  

· This user ID can access the interface process logs and reports, where all the information on reverse interface transactions can be accessed.

· Select the printer where you want the payroll reverse interface reports to print, and establish that as the default printer for INTERFACE, as follows:

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.

2
Click in the user box and type “INTERFACE” in the User field.

3
Type “Printer” in the Profile field.

4
Click the <Find> button.

5
Type the printer name in the User field (or select it from the LOV).

6
Save.

Setting up to run reverse interface reports
## 

Purge Concurrent Requests

Purge Concurrent Requests
This request deletes requests that have already been run in order to prevent filling up filing systems on the file server. These are all the reports and processes that have been run by all users in the region whenever the “Save Output” block has been checked (which it usually is).

Start by purging requests when they are 5 days old and adjust as necessary, and set the request up to run daily.  Follow these steps (illustration below):

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Requests ( Run. 

2
On the Requests screen, click in the Name field and use the LOV to select “Purge Concurrent Request and/or Manager Data”.  When the parameter window displays, leave the entity and mode fields at their defaults, and change the Mode Value field to reflect the number of days back for which reports should be purged (in this case, 5 days):
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3
In the Run Options section of the form, set the report to run once daily: click on the down arrow and select “Interval,” keep the default value of “1 days”, and change the “From” option to “Start” (from “Completion”).

4
Change the starting time to reflect when you want this process to run (usually after normal working hours).

5
Click <Submit> on the Requests window.  Close the window to return to the navigator.

Delivery Sets

Print Delivery
## NOTE:  Do not use Delivery Sets at this time, they may cause systems problems.

Modern DCPDS has the ability to forward some suspense reports to multiple different destinations at one time.  Those destinations are defined in Delivery Sets which are a collection of printer IDs, print server names, UNIX files, and email addresses.  A delivery set can contain one printer ID or any combination of the aforementioned items.  A delivery set can be defined for an individual or a specific specialized purpose, such as directing a single monthly report to multiple different email addresses and printers.  The applicable Suspense output reports of each Personnel Office identifier and Product Distribution Flag can be sent to a specific printer server and/or printer, for example.  

List of Suspense Reports

Reports generated during Suspense
## Add the consolidated list of disabled reports?

The table below lists some of the reports (RIPs) that are generated during suspense processing.  This is not a complete list.

· CPOCs will want to review all suspense reports to determine (1) if they are needed and (2) if so, how they will be used and distributed.

· The list indicates which reports are recommended for immediate disabling, either by disabling the entire report (“disabled”) or disabling the print job only (“No prt”).  See Disabling Suspense Reports, page 125, for instructions on disabling reports.

· The RIP Ready list is an additional source of information about suspense-generated reports and other standard reports generated by user request or by processing specific types of actions. This list is available at http://www.cpocma.army.mil/mdcpds (navigate to the “Tools” page).

Report
Name
Disabled

AA018
TR Appraisal Army Due 14 Days (indiv)
Disabled

AA019
Employees due a performance appraisal (list)


ACQBB
Acquisition Employee Career Brief


AG003
Data discrepancy


APEX1
Expiration of Temporary or Limited Appt (list)


AY001
TR Revu Ltr of Reprimand 1 Yr


AY002
TR Drop Adverse Info


CS063
Projected Separation before Conversion (no change in tenure processed)


CVPER
Civilian Performance Rating
Disabled

EXTAP
Notice of Expiration of Temporary Appointment (for supv)


EXTPR
Notice of Expiration of Temporary Promotion (for supv)


FEGL2
FEGLI (Life Insurance) Follow-Up Notice (for empl)


FEGLI
FEGLI Eligibility Expiration (for empl)


FEHBT
FEHB Eligibility - Temporary Employee (for empl)


HNDCP
Notice of Completion of Handicapped Requirements (to supervisor)


JNB02
Initial Supervisory Training Backlog Notice (for HRDD)


LOCSP
Expiration of Local Suspense


NPSPL
Payroll Reverse Interface Local Nationals
Disabled

PROBC
Expiration of Probationary Period


PSN01
Expiring Position to Date


PYREJ
Payroll Reject


REPEX
Expiration of Reprimand


REV02
Completion of Probationary Trial/Period (for supv)


RP614
FEHB Follow-Up Notice (to employee)


RP617
Separation Brief


RP622
"Supervisory Certification (WGI, for supv)"


RP664
Notice of Supv/Mgr Probation Completion (for supv)


RP666
Notice of Completion of VRA Requirements (for supv)


RP671
Supervisory Certification for Step Increase (for supv)


RP674
Supervisory Certification for Step Increase


RP676
Completion of Probationary Period (for supv)


RPTSP
TSP Eligibility Notice (for empl)


RSPEP
Army Special Empl Program


S1E01
TR Mil Recall Status Pending
No prt

TMPRO
Expiration of Temporary Promotion (for CPOC)


TSP01
Thrift Savings Plan (TSP) Update Required


VRACV
Conversion of Veteran Readjustments (for CPOC)


WGIAU
Within Grade Increase Audit Processed
No prt

Disabling Suspense Reports

Overview
Some of the reports that are generated during suspense processing are not needed or are very large.  The steps below show how to disable specific reports (processing and/or printing) from the suspense process.

· The list in the preceding section shows some of the reports that are produced during suspense processing, and indicates which ones are recommended for immediate disabling. This is not an exhaustive list; other reports may be identified by trial and error.  A separate document, the RIP Ready list, provides information on other reports generated during suspense processing.

· In some cases, you may get better results by designing and setting up your own reports (through Business Objects Application) to alert people to expiration dates, etc.

· Disabling a report can be done one of two ways: you can totally disable the report from processing, or you can allow a report to process, but disable the printing.  It may be safer to disable printing since the effect of disabling the report from processing may not be known.

Step
Action

1
Using the SYSTEM ADMINISTRATOR GUI responsibility (note:  this is not the same as CIVDOD SYSADMIN REGION GUI), navigate to Concurrent ( Program ( Define. 

2
On the Concurrent Program window, press [F7] to initiate a query.  Click in the “Short Name” field, and enter the report number to be disabled (report numbers can be determined using the RIP READY list, a separate document).

3
Press [F8] to execute the query.

4
To disable the report from processing entirely, un-check the “Enabled” block.  To allow the report to run, but disable the printing, un-check the “Print” block.  Note: disabling the “Print” function will still allow the report to process and it will be available to view.  See illustration below.

5
Save.

Concurrent Programs window
This is the concurrent programs window, used to disable processing and/or printing of a specific report:
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Process Logs

Overview
Process Logs must be viewed daily to ensure errors were not encountered during Suspense.   As a tool for System Administrators, the error log displays errors encountered while running: 

· Futures (Initiate Future Actions process); 

· Automatic Within Grade Increases; 

· Mass Actions – Realignments, Mass Transfers, Mass Salary Adjustments, Mass Awards, and Mass Appraisals (note:  for errors for mass actions, the system precedes the program name with an abbreviation (MSL for Mass Salary; MTO for Mass Transfer Out; MTI for Mass Transfer In; and MAW for Mass Awards); and 

· Reduction in Force Retention Registers.

Process Log screen
The Process Log Errors screen is divided into three parts:  

· The Request ID, Program Name, and the date the system entered the error in the log (the errors are sorted by the log date followed by the program name).

· The Message Name field indicates either a subprogram name or an execution point in the program.  If the program does not use a message name, then the system leaves this field blank.

· The Log Text field contains the error message encountered.

Accessing the process log
· In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Federal Maintenance Forms ( Process Log.

· Query up the previous day’s error logs by hitting [F7]; then typing in the process date in the date field; then hitting [F8]. NOTE:  If you want to query the request ID and don’t know the ID number, you can obtain it from the Concurrent Requests Summary window.

· Review each error log by hitting the down arrow.  Samples of process logs are below.

Using the PERSON_ID
Some process log entries refer to an employee using a PERSON_ID instead of the employee’s name or SSAN, as shown in some of the examples that follow.  This is not the same as the employee number. Follow these steps to identify an employee using the PERSON_ID number:

Step
Action

1
Using the CIVDOD PERSONNELIST or CIVDOD SYSADM HR MANAGER responsibility, navigate to People -> Enter and Maintain.

2
When the “Find Person” window displays, close it to display the “People” window.

3
Push [F7] to begin a query. In the “Name” field, type an ampersand (&), and push [F8].
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4
On the “Query-Where” window that displays, type PERSON_ID = #### (where #### is the PERSON_ID from the process log entry).
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5
Push <OK> on the “Query-Where” window. The “People” window will display the appropriate person’s information.

Futures log sample
Provides information on FUTURES.  46630 is the Request ID.  Click on each line and actions applicable to each situation will be listed in the Log Text at bottom of screen.
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Suspense log sample
This is suspense letting the user know when it tried to create an RPA for an action that suspense was going to initiate, it found a pending action in the GHR_PA_REQUEST table.  If a user was doing the action and there was a pending action, system would display the message on screen so the user could decide if they wished to continue.  Since there is no user intervention when suspense runs, the RPA is sent to the Inbox and this message is sent to the Process Log.
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Retained grade update required
In the screen below, click on the line in Log Text and then click the "Edit Field" icon on the toolbar to display the entire message.  Message provides the employee id number, which can be used to access the employee record and make the update to retained grade (done by Staffing Division).  
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WGI messages
This shows successful generation of NPAs.  The Log Text lists all the Auto WGI NPAs and other system-generated actions processed.
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WGI error
Below, an error was encountered when processing an Auto WGI.  The RPA would have been sent back to the WGIPERSONNEL groupbox for resolution.
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Part 4: Hardware and Software Support

Printers 

Overview
This section discusses printer requirements, registering printers in UNIX and Oracle HR, and setting up a default printer for the site and for individual users.

Registering printers
In order to direct print from Oracle HR, a printer must be built on the Oracle HR UNIX server, and registered in the uiprint.txt file.  The printer must then be registered in Modern DCPDS and assigned to the user.

· Users who do not have a printer registered and assigned (many end users) will use the site default printer (see Site default printer, page 140).

Who needs a registered printer?
· Personnelist users (in the CPOC) must have a registered network printer assigned to their user ID in order for certain functions to work properly.

· Each CPAC needs one or more registered printers so that reports and other products can be directed to that printer.  NAF CPUs also have a registered printer for printing their products (may be the same as the CPAC’s printer).

· Most End users do NOT need a registered printer.  They can run and print the Request for Personnel Action (RPA), Notification of Personnel Action (NPA), Batch Print Notification of Personnel Action, and the Training Request Form DD1556 without a registered printer. To do this, they must run the report in HR, then use Ghostview (described below) to view or print the report to their local printer.  All other modern DCPDS reports require an IP addressable, registered network printer for report output.  

Ghostview
Ghostview is a third-party Postscript application that allows users to display certain forms and reports (RPA, NPA, Training Request Form DD1556) on their monitor, and also allows for printing to local printers that are not registered in modern DCDPS (UNIX or Oracle).  

Ghostview software is distributed with the other software products on the modern DCPDS CD (see Ghostview, page 145 for installation instructions).  When installed, Ghostview is invoked automatically when a user clicks on the <Report> button on the “View My Requests” screen (see Checking Request Status and Viewing the Report, page 107).  Its use is transparent to the user.  Once a report is displayed using Ghostview, the user can then print it using the File ( Print menu within Ghostview.  Ghostview uses whatever printers the user has access to on their workstation.

Users can view and print other reports using Ghostview or other editors such as Microsoft Word, Note Pad, etc.  However, Oracle Reports uses Printer Control Language (PCL) to generate characters into the text-based reports, and these editors do not handle this very well.  Therefore, some reports may display and print PCL characters.  So far, there is no way around this.  

Printing from the CSU Application
The CSU Application uses the user's default Windows printer.  Users do not need to have an Oracle HR network printer in order to print from the CSU Application.  

Editors
In addition to the site default printer, each site (region) also needs two default editors identified: a character-based (text) editor and a Postscript editor. Microsoft Word or Notepad are usually used as the standard character-based editors and Ghostview as the standard Postscript-based editor.  These must be identified as part of the site profile, but can be modified for a specific user if needed.  See Configuring Ghostview as the PS Editor in Oracle HR, page 146.

Printer Requirements

Remote printers
Printers must meet certain requirements to work with modern DCPDS.

· A Postscript, IP-addressable printer is required to print any modern DCPDS report except:

· Request for Personnel Action (RPA)

· Notification of Personnel Action (NPA)

· Training Request Form DD1556

· (These three forms can be viewed and printed using Ghostview.)

· For all others, printers must be a Postscript LaserJet printer (HP LaserJet 4 compatible, and must be a shared network printer, with its own Network Interface Card (NIC) and a unique TCP/IP address.

Printer name and IP address
Printer names must meet the following criteria, as described in CPOCMA Guidance Memo 00-11 (“Standard Naming Conventions”):

· All printer names will be 10 characters long.

· The first three characters (alpha ALL CAPS) are to be a unique alpha identifier (e.g., SCR for South Central Region, VIC for the Vicksburg CPAC).

· The next 3 characters (digits 001-999) are to be a unique sub-identifier (i.e., VIC001 could be the CPAC while VIC002 may be a district or manager under the CPAC). 

· The last 4 digits are to be the last 4 numbers of the IP address of the printer (i.e., VIC0018124 would be the address for the Vicksburg CPAC printer with an IP address of 187.209.248.124).  By using the last 4 digits of the IP address, a site/subsite with more than one IP subnet could identify printers with the same last octet.

· The identifiers and sub IDs are to be kept in a database.  This will allow up to 999 sub IDs under each alpha identifier and 256 printers per subnet under each individual combination.

· The requirement to use all CAPS ensures proper sorting when the available printers are displayed to the user.  Once a site is added to the database, all printers under that site will be in order first by site ID, then by subsite ID, then by IP address.

In addition to the printer name, you will need the printer’s IP address to register it.

Printer information requirements
The following information is required to register a printer in modern DCPDS (Pacific CPOC collects this information via a web-based form):

Description
Value

Printer being registered is an IP Addressable printer


TCP/IP address of printer or workstation


Printer name (or share name)

Note:  See printer naming convention information above.  Use upper case for any alpha characters (Printer, printer, PRINTER are three different names).


Organization name


Location (i.e., installation)


P.O.C. name


P.O.C. telephone


P.O.C. email address


Registering Printers

When used
Step 9 of the user ID checklist registers a printer in UNIX and Oracle HR and assigns a default printer to a user.  This step is required for all CPOC users and for each CPAC. 

Overview
Before a user can direct print from modern DCPDS, their network printer must be registered.  Printer registration is divided into three sub-steps:  (1) register the printer in UNIX, (2) register the printer in Oracle HR, and (3) assign the default printer to the user.

· Network printers and print servers are handled in exactly the same way.  

· You can assign default printers at the responsibility level rather than the user level (if the users who share a responsibility also use the same printer, which could be the case for certain secure view responsibilities outside of the CPOC, e.g., in the CPACs).

Registering printers in UNIX
This step is usually performed by the on-site systems administrator (contractor):

· Edit /etc/hosts file and add new printer IP address and name

· Note:  The first valid entry in the /etc/hosts file MUST be a printer that works
· Edit /etc/opt/oracle/uiprint.txt and add new printer information

· Register the printer using SAM as a Network Based Printer/Plotter

· Note:  For printers outside of your LAN environment turn off:

· True End-of-Job

· Banner Page

Registering printers in Oracle HR
The printer must have been registered in UNIX prior to performing this step.  Follow these steps to register the printer in the Oracle HR application (illustration follows):

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Install ( Printer ( Register.  Push [F8] to populate the screen with the currently-registered printers. 

2
Click on a blank line (if available) or click in one of the printer fields and push the Add Record icon (big green plus sign) to provide a blank line for a new entry.

3
Type the printer name registered in UNIX and in the uiprint.txt file (this must be the same).

4
In the Type block, select HPLJ4 from the LOV, even if the printer is not a HP LaserJet4.  This is currently the only printer type supported under the Modern System.  

5
In the Description block type a location description of this printer (to make it easier for your users to identify). 

6
Save and close the window.

Printer registration screen
This is the printer registration screen for Oracle HR:
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Site Default Printer

Site default printer
One printer needs to be identified as the default printer for the region, which becomes the default printer for all users who do not have system-registered printers (many users outside of the CPOC).  This can be (should be) a “dummy” printer (an ID that does not identify a real printer).  It is NOT registered in UNIX (on the modern DCPDS server), but IS registered in Oracle HR and defined in the site profile.  See “Registering the site default printer,” below.  Without a site default printer, users will get a warning message about this each time they log on.

Pacific is using 0default_prn as the dummy printer name.  The leading zero insures that this printer will be at the top of the list of printers.  

Registering the site default printer
Follow these steps to set up a (dummy) default printer for the site (region).  Note:  do NOT register this printer on the modern DCPDS server:

· Do not list it in the /etc/hosts file.

· Do not list it in the /etc/opt/oracle/uiprint.txt file

· Do not register it in SAM.

Step
Action

1
In the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile( System.  

2
The Find System Profile Values form will appear over the System Profile Values form (illustration below).  In the Find System Profile Values form, leave the X in the Site box.  

3
In the Profile block, type the Printer% and click the Find button.  

4
When the System Profile Values form reappears, place the cursor in the block under the Site column and press the List Of Values (LOV) button on the Top Menu Bar.

5
When the Printer (find) form appears, select the appropriate printer and press the OK button.

6
Save and close the window.

Printer site profile screen
Here is the screen used to register the site default printer, in this case using a dummy printer name:
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Assigning a Default Printer to a User

Assigning a  default printer to a user
Follow these steps to assign the printer as a default printer to the user: 

Note:  If a site printer has been assigned (see above), that will be the default printer for all users.  However, a printer assigned to a user (as shown in the illustration below) will override the site printer.  

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.

2
In the Find System Profile Values form, click on the User box to place an X in it. The cursor moves to the next field.

3
Click the LOV button on the toolbar.

4
When the Users form appears, select the User ID you are looking for and click OK.  

5
In the Profile block, type the Printer% and click the Find button.  

6
When the System Profile Values form reappears, place the cursor in the block under the User column and press the List Of Values (LOV) button on the Top Menu Bar.

7
When the Printer (find) form appears, select the appropriate printer and press the OK button.

8
Save and close the window.

Assigning a printer to a user screen
This is the screen where you assign a default printer to a user:
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Firewalls

Firewall access port requirements
Access Port Requirements for the Army Civilian Personnel Regionalization (CPR) and Modernization are listed below.

Point of contact
For Army users, the point of contact for this information is:

Mr. Sam Chung, FCBS/ICS Contract Support

Civilian Personnel Regionalization Project Office

Fort Belvoir, VA

 (703) 428-0668 ext., 240

DSN 328-0668 ext., 240

Port requirements list
· OracleHR/SQL *Net requires TCP/UDP port 1601 inbound and outbound

· HEAT SQL requires TCP/UDP port 1433 inbound and outbound

· Secure Sockets Layer requires TCP/UDP port 443 inbound and outbound

· SNMP requires UDP port 161 outbound

· SMTP requires TCP port 25 inbound and outbound

· HTTP requires TCP port 80 inbound and outbound

· The MDCPDS Interface Box requires FTP TCP port 20 (data) and 21 – outbound

· Telnet sessions require TCP port 23 inbound and outbound

· The Line Printer Device (LPD) requires TCP port 515 inbound and outbound

· The Citrix Metaframe server requires UDP port 1604 inbound and outbound

· Outbound – from the respective client-servers (Citrix Metaframe, Exchange, etc.) residing at the CPR CPOCs to the client – ports 1024 and above (a maximum of 65535) for both TCP/IP and UDP

Pinging
Note:  In most cases, capability to ping network devices is not available in the DA LAN/WAN environment.  When registering printers in SAM, the Jet Admin utility attempts to communicate with the printer via ping.  Assuming that TCP port 515 is open to allow LPD inbound and outbound, you can register still register the printer through SAM first (before you put the IP address / name in the /etc/hosts file).

Software Installation

Introduction
This section covers installation of the Oracle client, Metaframe/Citrix, and Ghostview.

· CPOCs have a choice of using a full Oracle client or a Citrix client loaded on each user’s workstation.  A Citrix client is a requirement in CPOCs whose workstations are not robust enough to support running the Oracle client.

· Outside of the CPOC, users access modern DCPDS using a Citrix client and connecting to Metaframe servers at the CPOC.

· Ghostview is a third-party postscript program that is also used in conjunction with modern DCDPS and which requires a separate installation.  It is included on the Oracle client software CD.

· Printscreen 95 is a third-party program that is included on the Oracle client software CD.  It allows users to print hard copies of their screens, but is not particularly useful since electronic copies of screens are often more useful, and is not addressed further in this guide.

Oracle Client

Overview
Installation instructions for the Oracle client are contained on the CivMod CD.  Be sure to check the installation requirements when a new Oracle client CD is received, since the installation steps can vary somewhat for different clients.

Metaframe/Citrix

Installation
· Citrix installation instructions for individual workstations are usually prepared and maintained by each CPOC, specific to their requirements.

· Metaframe installation and configuration instructions for Metaframe servers at the CPOC are available from PO-CPR.

· At a minimum, Metaframe servers need to have both Microsoft Word (for RPA attachments) and Microsoft Excel (for exporting data) loaded.  The full MS Office Suite is recommended.

· Using the standard Metaframe configuration, users will have access to their local C: drive (for exporting data or for attaching documents), but this is usually identified as drive V: on the browse window when using a Citrix connection.  

· Metaframe servers will most likely be configured (during modern DCPDS deployment) to restrict auto-created printers to the single, default printer that exists on a user’s workstation when the user logs on to Citrix.  This will avoid confusion regarding which printer to select when users print through Ghostview (which may not display enough of each printer’s name to be able to identify one printer from another).

Ghostview

Introduction
Ghostview is a third-party postscript application that allows users to view some of the forms used in modern DCDPS on their monitors, and to print these forms without having a printer registered in UNIX or Oracle HR. 

· For users accessing modern DCPDS via a straight Oracle client, Ghostview must be installed and configured on the user’s workstation.  

· For users accessing modern DCPDS via Metaframe, Ghostview must be installed and configured on the Metaframe server(s). 

· Once installed on either platform, the product must also be configured on the Profile screen in Oracle HR.

Installing Ghostview
Follow these steps to install Ghostview.  The installation process is similar for both individual workstations and Metaframe servers with the exception of the destination of the software (step 4 below) and the configuration (steps 8 and 9 below).

Step
Action

1
On the CD navigate to the g_view directory and run setup.exe.

2
The first screen will state you need certain files.  They are there, so click Next.  

3
You then get a prompt for the components and version you wish to install.  

· Pick both GSview and Ghostscript.  

· Make sure it’s version 5.10. 

· Click Next.

4
You will be asked to select a directory to which to install Ghostview.

· Accept the default (C:\gstools) for an individual workstation installation.

· Change the default to N:\gstools for a Metaframe installation.

· Click Next.

5
If the directory you entered doesn’t already exist, it will then state it is creating the directory.  Click Next.

6
You will then be asked if you wish it to create a Group/Item and to enter the name.   Take the defaults (Mark Create Group/Items and name it GS Tools), and click Finish.

7
You will get the “Installation successful” message.  Click Exit.

8
Go to Start ( Programs ( GS Tools ( GS View and follow the prompts to configure and initialize Ghostview in Windows.

· Accept all defaults, except for Metaframe use N:\gstools as the location.

· Exit when finished.

9
For Metaframe servers: copy gsview32.ini (which was updated during step 8) to M:\Wtsrv\Profiles\Default User directory.  (The contents of the Default User directory are used to build the user’s profile directory when a Metaframe user logons on the first time.)

Configuring Ghostview as the PS Editor in Oracle HR
In addition to installing Ghostview, you must also configure the Oracle HR profile.  This can be done site-wide and also for individual users (required if the user is using an Oracle client).  

· Your site profile should reflect the location of Ghostview that will be applicable to the largest number of users (usually Metaframe/Citrix users).

· Individual user ID profiles can then be modified to reflect the actual location of Ghostview on their respective systems.  The value in the user’s profile will override the site profile.

· Use the same process to configure the text editor used site-wide by your region and individual users.

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.

2
· For an individual profile, in the Find System Profile Values window, click in the small User box to place an X in it, and type the Personal User ID of the user for whom you want to configure Ghostview.  

· For a site profile, leave the Site block checked and do not check the “User” box.

3
Type Editor% (case sensitive) in the Profile block and click <Find>.

4
The Profile block on the first line should say “Editor (Character)”.

· For a site profile, enter the default path to the text editor your Region is using (usually Word or Notepad), followed by $$FILE$$, e.g., N:\ Program Files \ Microsoft Office \  Office \ winword.exe $$FILE$$.

· For an individual profile, enter the path to the text editor for the user’s workstation, e.g., C:\ Program Files \ Microsoft Office \ Office \ winword.exe $$FILE$$.

5
The Profile block on the second line should say “Editor (Postscript)”.

· For a site profile, enter the default path to the Ghostview program (for Metaframe, this is normally on the N: drive), e.g., N:\gstools\gsview\gsview32.exe $$FILE$$.

· For an individual profile, enter the path to Ghostview for that user, e.g, C:\ gstools\gsview\gsview32.exe $$FILE$$.

6
Save and exit.

Configuring Ghostview for a user screen
This screen shows the profile screen used to identify editors for an individual user.  Note that the site default editors (set up for Metaframe using drive n:\) are identified in the “Site” column, while the overriding user’s profile is set up for the user’s workstation (using drive c:\):
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Part 5: Interface Systems

Coredoc System Administration

Introduction
This section covers 

· Setting up users to use the Coredoc application (step 13 of the user ID checklist);

· Modifying or deleting Coredoc users;

· Deleting users who have Coredocs; and 

· Converting PPI Coredocs for use with modern DCDPS.

Before you can add, modify, or delete Coredoc users, you must have the role of Coredoc Super User in Oracle HR.  The initial Coredoc super user is identified during deployment.

Adding a Coredoc User

When used
Step 12 of the user ID checklist is required for any users who will be using the Coredoc application in modern DCPDS (many managers and classifiers).

Overview
Users requiring Coredoc need to have their User ID added to Coredoc by the systems administrator.  Otherwise, the user will not be allowed access to Coredoc.  

· Before you can add, modify or delete Coredoc users, your User ID must be assigned as a Coredoc Super User in Oracle HR.   

· You may also want to convert a user’s Coredocs from the PPIs; that process is also presented in this section.

Adding a Coredoc user
Follow these steps to add a Coredoc user (illustration follows):

Step
Action

1
Using the CIVDOD SYSADM HR MANAGER responsibility, navigate to Add Coredoc Users.

2
When the initial Coredoc screen appears click OK to enter the Coredoc sub-system. The screen will go through quite a few changes.

3
Select System Administration from the ‘Utility’ drop down menu.

4
Select the Action drop down menu and choose Add User.

5
When the Users not in Coredoc window appears, select the User ID you want to add.  

6
Select the appropriate agency code and click OK.

7
Next, set the Coredoc Access type.  Click in the Coredoc Access block, and the Coredoc Access list of values form will pop up.  Choose the appropriate Coredoc Access type.  

Note:  Super User access enables the user to add new Coredoc users and should be retained for systems administration use only.

8
Click the appropriate additional settings for your user (i.e., critical/noncritical, percentage for FWS, etc. according to your region’s policies.

9
In the Organization Name block, type in the user’s organization name.  Note: this is optional; users can add or modify this information themselves.

10
Save, then click Exit. You will need to exit several times, using either <Exit> buttons on the screen or the top line menu (Action( Exit) before getting back to the navigator.

Adding Coredoc User screen
This is the screen on which you select the options for users who need Coredoc access:
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Modifying and deleting Coredoc users
Follow these steps to modify a Coredoc user account, or to delete a Coredoc user:

Step
Action

1
In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Add Coredoc Users.

2
When the initial Coredoc screen appears click OK to enter the Coredoc sub-system.

3
Navigate to the Actions drop down menu and select Modify or Delete User.

4
When the Coredoc Users form appears, select the user you wish to modify or delete and click <OK>.

5
· To modify, make the modifications as needed.

· To delete, click the Delete button.  The user will be deleted from the list of Coredoc users.

6
Save, then exit.

Removing Users who have Coredocs

Need to move Coredocs
If you try to remove a user who has created Core Documents, you will receive the message:  “This user has Core Documents.  You must delete them or reassign them before deleting the user.”  

· Use the ‘Mass Ownership Change’ option to reassign them to another user.  Steps are shown below.  Otherwise, you need to individually delete each core document.

· For information on deleting (end dating) a user, see Modifying or Terminating User IDs and Resetting Passwords, p. 42.

Step
Action

1
Using the CIVDOD SYSADMIN HR MANAGER responsibility, navigate to Add COREDOC Users.   

2
Click on Utility ( System Administration.  Click on Action ( Mass Ownership Change. 

3
Select the User to receive the core documents.  Click on <OK>.

4
Select the User to be deleted and click on <OK>.

5
The Action – Mass Ownership Change box displays the old author and the new author.   If this is correct, click <OK>.  The system will display the change has been accomplished.  You may now delete the Coredoc user.

Converting PPI Coredocs

Converting PPI Coredocs to modern DCPDS
Core documents from the PPIs can be converted, if requested, during deployment.  When they are converted, you must go through a process to move them from the PPI user to the Modern DCPDS user.

Step
Action

1
In the CIVDOD SYSADM HR MANAGER responsibility, navigate to Convert users coredocuments.  

2
In the Coredoc Conversion screen, click in the PPI User ID field and then click on the <USERID> button. 

3
A listing of all PPI user IDs will be displayed. Select the PPI user whose coredocuments you would like to convert.

4
Click on the <OK> button and the Coredoc Conversion screen will reflect the number of core documents associated with this user.  Then click in the Modern DCPDS user ID field and click on the <User ID> button.   

5
A listing of modern DCPDS user IDs will appear.  Select the user’s ID and click on the <OK> button.

6
Once the Coredoc Conversion screen has been populated with both the PPI and modern DCPDS user IDs, click on the <Convert> button. 

7
Exit. Log in with the modern DCPDS user ID and you will see all of the core documents that were converted from the PPIs into modern DCPDS.

OTA Systems Administration

Non-deployment of OTA
By memorandum of 22 September 2000, subj: Use of Oracle Training Administration (OTA) Within the Modern Defense Civilian Personnel Data System (DCPDS), the ASA(M&RA) has delayed implementation of OTA in the Department of the Army until certain improvements have been made.  

This section of this Guide has been retained, but will not need to be used until OTA is implemented.

Entering completed training
Until such time as OTA has been approved for use in Army, CPOCs are responsible for inputting completed training course data into employee records. 

· This is usually done by the CPOC HRDD staff.  

· Either the CIVDOD PERSONNELIST or the CIVDOD OTA PERSONNELIST responsibility (or other OTA responsibility) can be used to do this, although the navigation path to the completed training area is different between the PERSONNELIST vs. the OTA responsibilities.

· Once OTA is approved for Army use, OTA will automatically update completed training in employee records; however, there will still remain a requirement to “manually” update completed training, e.g., when an employee transfers from another agency or otherwise has taken training that was not processed through OTA.

Introduction
Oracle Training Administration (OTA) is a separate product from Oracle HR that DOD has purchased and included as part of the modern DCPDS “package.” 

· OTA has “view all” and “secure view” responsibilities similar to Oracle HR; however, OTA security is “piggybacked” on the security apparatus of Oracle HR.  Hence a secure user ID created in Oracle HR can also be used in OTA to restrict a user’s access to records.  

· Several operations in OTA can only be performed with a secure responsibility.  View all responsibilities will not allow a user to see a LOV on the employee name field of a Training Request Form (TRF) or print a DD Form 1556. 

Coverage
This section discusses systems administration duties necessary for users to use OTA.  You must link a user ID to OTA and apply a secure view to that user ID and link this to OTA before the user can successfully use OTA. 

· This section also covers setting the Site “Flexfields: Validate on Server” parameter, needed for proper operation of OTA.

Applying Security to a User ID for OTA 

Overview
Step 7 of the user ID checklist applies a secure view to a user ID and links this security to OTA.  

· Unlike Oracle HR, this is a separate step that must be done to apply security to OTA.

When used
This step is required for all OTA users other than those in the Human Resources Development Division of the CPOC (it may be required for them, too – they might probably need a secure view that has access to all records in the database – since certain functions cannot be performed in OTA without a secure view)

Note:  the automated secure user ID build process does not currently create a secure OTA responsibility.  This is done after creating a secure user ID; see 
Creating a New Responsibility
, page 47.

Securing OTA for a user
Follow these steps to link a user ID and a secure user ID to OTA (illustration follows):

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.  

2
On the “Find System Profile Values” window, click in the “User” box, then type the User ID in the adjoining field, e.g., MARK.ANTHONY/MGR. 

3
[Tab] to the Profile field, and type OTA%.

4
Click the <Find> button.

5
In the profile row associated with OTA Secure User, click in the User column and type the secure user ID being assigned to this user, e.g., ARPCEVW1KCAA.

6
Save, then close the window to return to the navigator.

OTA Secure User screen
This is the OTA Secure User screen used to secure all OTA responsibilities for a user:
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Flexfields:  Validate on Server
Your site “Flexfields: Validate on Server” profile must be set to No for OTA to work properly. Follow these steps to accomplish this:

Step
Action

1
Using the CIVDOD SYSADMIN REGION GUI responsibility, navigate to Profile ( System.

2
With the “Site” block and the “Profiles with No Values” block checked, enter %Validate% in the Profile field, then click <Find>.

3
Change the value in the Site column for the row labeled “Flexfields:  Validate on Server” to “No”.  Save and exit.

CSU Application

Overview
The Customer Service Unit (CSU) Application is a data reporting tool very similar to the Regional Application in the PPI Suite. 

· In the terminology of DOD regionalization, each CPAC is known as a CSU.  The database for the CSU Application resides on a UNIX server (K460) at the CPOC.  

· The CSU Application is kept current through nightly updates or refreshes from the CPOC HR database.

· The data in the CSU Application is the data that is used when creating or running reports using the Business Objects application.

User IDs
Users need a separate logon (user ID) for the CSU Application since it is a totally different application from Oracle HR.  

· For convenience, the user ID can be the same as that used to access Oracle HR (but without the routing indicator).  

· An SSAN must be input when building the user ID.  This can be an SSAN from a record in the database, or a made-up SSAN (for external users).

· You cannot use duplicate SSANs when building user IDs for the CSU Application (each user ID must be associated with a unique SSAN).

· ABC-C staff will need user IDs for access to the CSU Application in each region; see Accounts for ABC-C Staff, p. 64.  These accounts should be set up with “CPO” user access to the entire database.

· NAF users should have _NAF appended after their basic user ID, e.g., SMITHJ_NAF.  

When used
Step 13 of the user ID checklist is required for anyone who will be accessing the CSU Application.  It is also needed for those who will be using Business Objects and the SF50 History Database, since the security applied to the CSU Application user ID is also used for these two applications (see Business Objects Application, page 161, 

SF50 History Database
, p. 169). 

CSU database name
The specific database name (alias) is used when logging on to the CSU Application (the third line of the CSU logon window shown below).  
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· Database names are maintained in the tnsnames.ora file on the client workstation (C:\orawin\network\admin) or on the Metaframe server(s) (N:\orawin\network\admin).  

· You can eliminate the need to enter the database name by using the “Local” variable in c:\orawin\orawin.ini (or n:\orawin\orawin.ini on the Metaframe server), e.g., LOCAL=CSUARMY, using the appropriate database name (defined in tnsnames.ora) in place of “CSUARMY”.

Creating a CSU Application user ID
Follow the steps below to create a CSU Application user ID (you must have Systems Administrator access to the CSU Application).  Steps are shown for managers, personnelists, and systems administrators.  Screen illustration follows.

Step
Action

1
Start up the CSU Application.

2
On the logon screen, type in your user ID and password and the database you want to access (unless you are set up to access a specific database in your oracle.ini file).  Click <Connect>.

3
On the Options screen, you can use the default selections, then press <OK> to enter the CSU Application.

4
When the Civilian Servicing Unit Application screen appears, click the <Sys Admin> button on the bottom row. 

5
When the USER_WINDOW form appears, place the cursor in the Oracle User ID block.  Type in the user ID to be assigned to the user, using the following format:  Last name, first initial(s). Do not use periods, spaces, or other special characters.  

· For users’ convenience, the CSU Application user ID is often the same as the modern DCPDS user ID, but without the routing indicator appended (/MGR, etc.).

6
Click on the <Password> button. The Add New User? Window will appear, asking if you want to add this new user.  Click <Yes>.

7
The Change Oracle Password window appears.   Type in a password (twice) and click <Accept>.  Passwords must be at least 6 characters long.

8
Enter the remaining data on the left side of the screen:

· User’s Name: enter last name, first name (or follow your region’s convention). 

· Social Security Number: do not use hyphens.  The SSAN cannot duplicate an SSAN that is already being used for a user ID.

· Agency Support Flag: AR for Army users.
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Identify type(s) of user
On the right side of the User ID screen (“User Roles”), click in the appropriate blocks to identify the type of user being created:

· CPO – select if the user works in the CPOC or CPAC.

· Administration – select for end users (outside of civilian personnel) who are not managers or supervisors (admin officers, personnel liaisons, etc.).

· Manager – select for manager/supervisor end users.

· Sys Admin – select only for those who will need the SysAdmin role (allows the user to create or modify CSU Application user accounts).

Identify org components
Click on the <Org Component> button to identify the organizations to which this user should have access.  Click <OK> when done.

· Entries are done the same as they are when creating a secure user ID (see Org Component Security, page 26).  

· To provide access to all the records in the database, enter just a %.  

· For each org component listed, add the associated “roles” (M-manager, A-admin, C-civpers). 
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Identify position types
Click on the <Position Type > button to identify the types of employee records to which this user should have access.  Click <OK> when done.
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Save the user ID
Click the <Save> button on the USER_WINDOW screen when you have completed the required information.  

· Respond <Yes> when a pop-up window asks, “Do you want to build security for this user now?”.  

· Click <Exit> if you are done creating accounts, or proceed to create another new account.

Modifying user accounts
To modify an existing User Account, place your cursor in the Oracle User ID block and click <List> at the bottom of the form and select the User ID from the list.  Make the changes and save.

· To change the actual user ID, you will need to delete the account and re-build it with the different user ID.

Business Objects Application

Introduction
Business Objects Application (BOA) is the third-party data query and reporting tool selected for Army use to produce ad hoc reports from the modern DCPDS. 

· Licenses have been purchased and have been distributed by HQDA for CPOCs, CPACs, HQDA, MACOMs, etc.

· Users must have a user ID to access and use BOA, and each user ID counts against the available number of licenses.

· BOA is being used to produce ad hoc reports from a regional database, and will also be used to produce reports from the Army HQ system (formerly known as HQ ACPERS).  This section of the Guide is specifically related to regional use of BOA.

· The BOA user ID must be the same as the CSU Application user ID (although the passwords may be different).  BOA uses the security established for the CSU user ID.

· Most BOA users will connect to the application through the region’s Metaframe/Citrix servers.  

Coverage
This section provides general instructions on how to create a new BOA account and how to reset a user’s password.  

· For more detailed information on steps presented here, or for information on other supervisor duties in BOA (e.g., modifying or deleting accounts), refer to the Supervisor’s Guide accessible through the Help menu of the Supervisor program.  This is an Adobe Acrobat format (.pdf) guide that thoroughly covers all supervisor tasks.

· BOA groups and users are set up in each region during deployment, however, as users come and go, user IDs will have to be created, modified, and deleted.  The groups (CPOC, CPAC, Manager, etc.) set up during deployment should generally be satisfactory after that; there would rarely, if ever, be occasion to set up a new group.

Terms
The following terms are used in this section:

Term
Definition

Universe
A predefined set of data elements from the database, organized according to a logical pattern matching broad functional areas, e.g., productivity data is part of one universe.  Users identify data elements from a specific “universe” and use these to create and run reports.

Supervisor
A special type of BOA user who has the capability to create, modify, and delete other user accounts (including other supervisor accounts).  

Prerequisites
In order to create, modify, or delete BOA user accounts, you must have the following:

· Your user ID must be assigned to a supervisor profile (be part of the supervisor group), and

· You must have access to the 'Supervisor' application.  The 'Supervisor' application may be installed on a Citrix server and published for use by the Supervisor or it may be loaded on your client workstation. 

Starting up Supervisor (Client)
Follow these steps to launch the Supervisor program from a client workstation: 

Step
Action

1
From the Windows NT Desktop, click the Start button, then click on Programs ( Business Objects 5.x ( Supervisor.

2
On the User Identification screen, enter your user ID and password, then click <OK>.

Starting up Supervisor

(Citrix)
Follow these steps to launch the Supervisor program from a client workstation: 

Step
Action

1
Double-click on the Citrix Client Icon that has been configured to run the 'Supervisor' program.  

2
On the User Identification screen, enter your user ID and password, then click <OK>.

User Groups and Row Restrictions

Determine User Group to assign user
Consider the following to determine which group to assign the user to.   The user group to which a new user is assigned in the Supervisor program determines the view of data for the user.

In order for row-level restrictions to work, the Business Objects username must match exactly the username that is defined for the CSU application.  Also, the roles defined in the CSU application for CPAC users and managers must be 'C' and 'M' respectively.

Regional Report Data Universe row restrictions
Users that have access to the Regional Report Data universe have the following restrictions applied.  The restrictions are dependent on the role type that is established when the user's CSU account is built.



Business Objects User Group
CSU Role Type is
Restricted View of Data

US ARMY
Any
External and Military records are excluded.

CPOC
Any
External, Military and Non-Appropriated Fund (NAF) records are excluded.

CPAC
'C'
The following records are excluded….

1.  External and Military records.

2.  Records where the Org Component is not like the Org Component defined for the CSU application userid.

 

Manager
'M'
The following records are excluded….

1.  External and Military records

2. Records where the Org Component is not like the Org Component defined for the CSU application userid.

Regional report data examples
1.  Typical CPAC user example: If the CSU userid is established with the Org Component defined as 'EF%' and a role of 'C'.  This user will see only records that have an Org Component beginning with 'EF'.   


2.  Typical MACOM user example: The CSU userid is established with the Org Component defined as '__X8%' and a role of 'C'.  This user will see only records that have 'X8' in positions 3 and 4 of the Org Component.  

3.  Typical NAF user example: The CSU userid is established with the Org Component defined as 'NAF%' and a Role of 'C'.  This user will see only records that have an Org Component that begins with 'NAF'.

Productivity Universe row restrictions
Users that have access to the Productivity universe have the following restrictions applied.  The restrictions are dependent on the role type that is established when the user's CSU account is built.  In order for row restrictions to work, a user's Business Objects username must match exactly to their CSU username.

Business Objects User Group
CSU Role Type is
Restricted View of Data

US ARMY
Any
No Row Restrictions Apply

CPOC
Any
No Row Restrictions Apply

CPAC
'C'
Only the following records are visible:

1. Positions 7-8 of the Personnel Action request number match the Org Component defined for the CSU application userid

OR 

2. The 'From Cpac' field of the Personnel Action record matches the Org Component defined for the CSU application userid

OR

3. The 'To Cpac' field of the Personnel Action record matches the Org Component defined for the CSU application userid.

Manager
'M'
No Row Restrictions Apply

Productivity examples
1.  Typical CPAC user example: If the CSU userid is established with the Org Component defined as 'EF%' then they will see any records that contain:

· 'EF' in positions 7-8 of the Request Number, or 

· The 'From Cpac' field of the Personnel Action = 'EF', or 

· The 'To Cpac' field of the Personnel Action = 'EF'

Note:  NAF records do not exist in the Productivity database.

Resumix row restrictions
If a user has access to the Resumix universe, they can see all records in the Resumix database.  There are no restrictions applied.

Creating a New BOA User Account

Creating a new user account
Follow these steps to create a new user account from the Supervisor program (note:  there are a number of different ways to set up accounts; see the Supervisor’s Guide for alternative methods):

Step
Action

1
On the Supervisor screen (illustration below), groups and users are shown in a “tree” format on the left side of the screen.  Expand the APF_AND_NAF group by clicking the “+” sign in front of (left side) that folder.  This will display the other groups available (e.g., CPOC, CPAC, Manager, etc.). 
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2
Select (click on) the group to which the new user is to be assigned.

3
Select User ( New ( User from the menu (or use the corresponding icon on the toolbar). A new user will display on the list of users under the selected group folder.

4
Type in the new user name, then push [Enter].  User IDs must be the same as the user’s ID from the CSU Application (usually last name and first initial).

5
Right-click the new user name and select Properties from the shortcut menu (or select User ( Properties from the menu) to display the Properties screen.

6
The Properties window has three tabs.  Most of the fields on the Definition tab (shown below) can remain at their default values, however, you will need to add the user’s password (and verify it), and will want to set the password validity to 90 days (or your region’s policy).

· You may want to set the user’s password to be the same as the user ID as a general rule, and force the user to change the password upon first logging in.
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7
Use the Groups and Profiles tab if this user is to be assigned to more than one group.  The Timestamp tab would be used if you wish to establish an account for a limited period of time.

Resetting a BOA Password

Users locked out
BOA locks users out if they do not enter a correct password on (after) three tries.  Follow these steps to reset a password when a user has been locked out:

Step
Action

1
Start up the BOA Supervisor program as described above.

2
Locate the user’s name on the list of users on the left side of the screen (you may have to open up the appropriate group folder(s)).  You will see a “frown-face” for those that are locked out.  

3
Right-click the user ID and select Properties.  On the User window, Definition tab, enter the new password and re-enter it to verify.  You may want to use the user ID as the password and force the user to change it upon next logging in.

Army Regional Tools (ART)

Description
##

Coverage
This section ##

SF50 History Database

Description
The SF50 History Database is a web-based application created and maintained by the Civilian Personnel Information Systems Branch, HQDA.  This application provides users with a library of SF50s of their employees.  

· To access the SF50 History Database, users need a CSU Application account (see User IDs, p. 156).  The same security that is used for access to the CSU Application (and for Business Objects) is used for the SF50 database (and the user logs in using the same username and password).

· No special systems administration tasks are required at the CPOC level for this application.

Part 6: Problems and Changes

Problem Reports and Workarounds

Overview
Systems errors and problems are a fact of life in any large, robust computer application.  Some of the more common types of systems errors include:

· Trigger errors

· F45RUN errors

· General Protection Faults (GPFs)

In addition, there are certain functions that do not always work the way we expected – program errors that have been identified but for which no solutions have yet been devised.  

There is also a need for a method of identifying system changes that should be made.

References
HQDA MFAD has issued an SOP for problem reporting under modern DCPDS.  This SOP and related documentation is available on CPOL.  Click on Reference (  Modernization ( Other Topics then scroll down to “Functional Automation Branch Documentation” under which is located:

· Problem Report Standard Operating Procedure,

· Point of Contacts for Software Applications,

· Problem Severity Levels (Help Desk); and

· DCPDS Problem Report Template, which CPMS has mandated for use.

In addition to the SOP information, each CPOC needs to establish their own internal procedures for reporting and handling errors.  The information and procedures provided below are from Pacific CPOC. 

## NAF problem reporting – part of SOP? who does what, who the POCs are for NAF problems.

Workaround information
Workarounds are ways of accomplishing work when a particular function in modern DCPDS is not working as expected. A listing of some of the current workarounds is available on the CPMS website at http://www.cpms.osd.mil/pmo/workarounds/WorkaroundIntroPage.htm. 

The CPMS list of workarounds is not complete.  More complete and current workaround information can be found in HEAT tickets.  In addition, HQDA MFAD is maintaining a spreadsheet of problem reports, extracted from HEAT and from Remedy (the problem-reporting and tracking application used by CPMS and Lockheed) on CPOL. Click on Reference (  Modernization ( Modern User Guide and Workarounds and click on “Operational Spreadsheet”.

System Change Requests

Purpose
System Change Requests provide an organized method for identifying system changes.  These are changes that are considered new functionality, not corrections to problems (although the distinction can be hazy at times).  

· For CONUS CPOCs, a System Change Request form is available on the CPOCMA web page under “Systems Management Division.”   This form should be completed and forwarded to the CPOCMA SMD chief.  SMD will track and forward the SCR form to the Army CCB.

· OCONUS CPOCs can use this form if desired and should forward the request directly to HQDA MFAD.

Army Configuration Control Board (CCB)
Dept of Army has a Configuration Control Board (CCB) for Army civilian personnel systems, under the direction of the DASA(CPP).  

· This board provides a structured system for receiving, identifying, and acting on requests for system changes. 

· It works in alignment with the DOD Change Control Board (see below) and provides component input to that body.

· POC is HQDA MFAD.

DOD Change Control Board (CCB)
DOD chairs a Change Control Board (CCB) which receives and acts on all system change requests for the modern DCPDS, including requests from the component members of this board (e.g., Army). More information on the CCB is available on CPOL (Modernization ( Other Topics, then scroll down to “Modern DCPDS Change Control Board”).
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