INFORMATION ASSURANCE SECURITY OFFICER APPOINTMENT

Privacy Act Statement
AUTHORITY:  Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.

PURPOSE AND USE:  The information will be used to verify that you are appointed and authorized to perform the duties of Information Assurance Security Officer (IASO), for the Department of the Army, and to verify that requirements associated with that appointment are met.  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent authorization for you to perform IASO duties.

DISCLOSURE:   Disclosure of records of the information contained therein may be specifically disclosed outside the DOD according to the Blanket Routine Uses: set for at the beginning of the compilation of systems of records, published annually in the Federal Register, and the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.

This form provides for appointment of the primary and/or alternate IASO responsible for providing information assurance support for access to Army civilian personnel automated information systems by: 



Organization:
     

Information Assurance Account Number:
     

Effective immediately and until rescinded in writing, the individual or individuals identified below are appointed IASO, in accordance with (IAW) AR 380-19, Information Systems Security, 27 February 1998, paragraph 1.6.d(2)(b). Each IASO will service the organization indicated above and, IAW policy and guidance, will execute the following duties: 1) communicate requirements to establish, change, or delete access to each supported automated information system (AIS); 2) initiate prompt and appropriate account actions for changes in each user's employment, duty, or security status; 3) train users and monitor their conduct to ensure secure and appropriate use of the accounts; 4) ensure all users receive initial and annual security training; 5) report all security incidents and take prompt and appropriate corrective action; and 6) review applicable security policy and ensure compliance.

Each IASO shall protect and treat all data retrievals/queries as "FOR OFFICIAL USE ONLY," and shall use these only in the performance of official duties for the Department of Army.  Each IASO has completed an Army‑approved IASO course, or will complete this within 30 days of appointment.  The position of each IASO is designated a minimum of ADP II noncritical-sensitive sensitivity.  A favorably adjudicated National Agency Check (NAC) has been concluded for each IASO, and a NAC, Local Agency Checks and Credit Check (NACLC) or NAC with Written Inquiries and Credit Check (NACIC) has been initiated or favorably concluded.  The appointees meet the requirement for continuous Federal service since conclusion of the NAC/NACI. Neither appointment is a Foreign national, unless this has been approved by an official listed in AR 380-67 Personnel Security Program, Appendix F, paragraph F-2.  Failure to comply with the above conditions will result in removal as IASO.

NOTE:  IASOs may not appoint themselves.


Primary IASO


Alternate IASO



X


X



Signature

     


Signature

     



Name (Typed or Printed)


     
     



Name (Typed or Printed)


     
     



SSN
Office Symbol
     


SSN
Office Symbol

     



E-mail Address

     
     


E-mail Address

     
     



Phone 
(Commercial)
(DSN)




Phone
(Commercial)
(DSN)




 FORMCHECKBOX 

Replaces:
     

 FORMCHECKBOX 

Additional IASO
 FORMCHECKBOX 

Replaces:
     



Name of Previous Primary IASO


Name of Previous Alternate IASO


APPOINTMENT AUTHORITY

     


X

     


Name, Title (Typed/Printed)

Signature

Date
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